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Abstract. The work is devoted to the analysis of threats and vulnerabilities of databases with the aim of developing a
methodology for students to study means and methods of increasing the security of databases and acquiring skills in
developing secure software applications that use databases. It is determined that the constant increase in the number
and variety of data threats makes knowledge of modern methods and means of information security an important
component of training future specialists in the field of knowledge 12 "Information Technology". The main aspects of
information security for databases and systems that operate with their use are identified. Typical situations of threats
to the information integrity of a database are considered, the causes of such situations are analyzed, and the properties
that a system should have to prevent such threats are described. The article provides a generalized model of
information security of the database management system, which reflects principles of construction of information
security systems of modern database management systems and can be used in designing information systems. The
article analyses application of computer and non-computer means of protection for ensuring security of databases and
identifies specific threats connected with concentration of a large amount of different information in databases and also
with possibility of use of complex queries of data processing. Based on the analysis, the author compiled a table of
correlation between threats to databases and means and methods of counteracting these threats. Based on the
analysis, the content of the brief theoretical information of the laboratory work is determined, namely, a list of basic
terms on the subject matter, a list of security settings for database management systems (privilege management
commands and backup tools), methods and techniques for operating SQL injections and a list of the main reasons that
make it possible to implement them in web applications. It is determined that the basic concept in the development of
secure software applications operating on the basis of databases is the need to use an integrated approach to ensuring
the security of information storage. A methodology for developing secure software applications consisting of 6 stages
is proposed. Further, the means of control over the proper mastering of educational material by students are
considered, and the volumes of input and final test tasks and the deadlines for submitting the completed work
assignment are determined.

Key words: information security, database vulnerabilities, data protection.

AHani3 meToaiB Ta 3ac06iB 3axucTy 6a3 gaHUX AN BUBYEHHSA B KYpCi
«TexHonoril 3axucty inpopmauii»

CoxiH H. I1., PunoBa H. B.

KpemeHuyLbkuii HaLlioHanbHWit yHiBepcuTeT iMeHi Muxaitna OcTporpagcbkoro, Kpemeruyk, YkpaiHa

AHoTauis. PoboTa npucesueHa aHanisy 3arpo3 Ta Bpa3nuBocTen 6a3 AaHux 3 METOK PO3POBKM METOAMKN BUBYEHHS
CTyaeHTamu 3acobiB Ta METOAIB MiABWLLEHHS 3axuLLeHocTi 6a3 faHux Ta HabyTTs HABMYOK PO3POOKM 3aXMLLEHNX
nporpaMHUX AOAATKIB, LU0 BUKOPUCTOBYIOTb 0a3n faHux. BusHauyeHo, WO MOCTiiHe 3pOCTaHHS KiNbKoCTi Ta
Pi3HOMAHITTS 3arpo3 AaHUM PoBUTbL 3HAHHS Cy4acHNX METOAIB Ta 3acobiB 3axucTy iHhOpMaLLil BaXNNBO CKNafoBOio
nigrotoBkn ManbyTHiX (paxiBuiB 3 ramy3i 3HaHb 12 «IHdopmauiiHi TexHonoriiy. Bu3HayeHO OCHOBHI acnekTu
iHhopmauinHoi Beanekn ons 6a3 AaHNX i cMcTEM, LLO (PYHKLIOHYIOTb 3 iX BUKOPUCTaHHAM. Po3rnsHyTo TMnoBi cutyauii
peanisaujii 3arpo3 iHhopMaLiiHiil LinicHoCTi 6a3n AaHUX Ta NpoaHani3oBaHO MPUYMHI BUHUKHEHHS! TakuX CUTYaL|ii,
OMMCaHO BMACTMBOCTI, ki MOBMHHA MaTW cucTema Ans 3anobiraHHs nodibHMM 3arpo3aM. HaBedeHo y3aranbHeHy
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BY”. YHiBepcutetchka, 20, M. Kpemeruyyk Montascbkoi 0611., YkpaiHa, 39600.

8



ISSN 2307-9770. Engineering and Educational Technologies, 2024, 12 (1), 8-20.
CC-BY © KrNU, EETECS, Sokhin, N., Rylova, N., 2024

moZenb iHhopmaLinHoi besneku cuctemm ynpaeniHHg Bazamu aaHux, Lo Bigobpaxae NpuHLMnM nobynosu cucTeM
iHchopmaLlinHoi Be3nekn cydacHux cucTeM ynpaeniHHs 6asamu faHux Ta Moxe 6yT BUKOpUCTaHa NpW NPOEKTYBaHHI
iHchopmaLiHux cucTem. lNpoaHaniaoBaHO 3aCTOCYBaHHS KOMM'IOTEPHMX Ta HEKOMM'IOTEPHUX 3acobiB 3axucTy Ans
3abe3neyeHHs 6eaneku 6a3 gaHWX Ta BU3HAYEHO crieLudivHi 3arpoaw, LLO NOB'A3aHi 3 KOHLEHTpaLieto y 6azax aaHnx
BENUKOI KiNbKOCTi pi3HOi iHpopMmaLlil, @ TakoX i3 MOXIMBICTIO BUKOPWUCTAHHS CKNagHWX 3anuTiB 06pobku gaHux. Ha
OCHOBI MPOBELEHOrO aHanisy cknageHo Tabnuuio cniBBigHOWEHHS 3arpo3 6asam JaHux i3 3acobamu Ta MeTogamu
npoTUAii LM 3arpo3am. [PYHTYKUMCh Ha NPOBEAEHOMY aHani3i BU3HAYEHO 3MICT KOPOTKIX TEOPETUYHMX BiAOMOCTEI!
nabopaTopHoi poboTu, a came nepenik 6a3oBMx TepMiHiB 3 TeMaTWKM pobOTH, Nepenik HanawTyBaHb 6e3nekn cucTem
ynpaeniHHs Ba3amu gaHux (KOMaH4 kepyBaHHS MpuBInesMn Ta 3acobiB pe3epBHOrO KOMitoBaHHs), cnocotu i TeXHiku
ekcnnyatauii SQL-iH'ekwjii Ta nepenik 0CHOBHUX NPWYMH, IO POBASTE MOXIMBIM iX BNPOBAZKEHHS y BE63aCTOCYHKM.
Bu3HaueHo, Lo 6a30B010 KOHLenLieto npu po3pobLi 3axXMLLEHUX NPOrpamMmHuX AOAATKIB, O YHKLIOHYIOTb Ha OCHOBI
6a3 paHux, € HeoOXigHICTb BUKOPUCTaHHS KOMMNEKCHOMO Migxody Ao 3abeaneyeHHs Geanekn cxosuLy iHdopmaLii.
3anponoHoBaHo METOAMKY PO3pODKY 3axuLLEHNX NporpamMHIX JoAaTKIB 3 6 eTanis. [lani po3rnsiHyTo 3acobu KOHTPONHO
33 HanexHWM 3aCBOEHHAIM CTyAEHTaMU HaB4anbHOro Matepiany Ta BW3HAYeHO 0bCArM BXiGHOTO i MiACYMKOBOrO
TECTOBMX 3aBAaHb Ta TEPMiHU 34aui BUKOHAHOrO poboyoro 3aBAaHHs.

KnioyoBi cnoBa: iHhopmaLiinHa 6e3neka, BpasnuBOCTi 6a3 JaHWX, 3aXUCT AaHMX.

I Bcmyn

LLIBMaKWA PO3BUTOK | MOCTIMHE PO3LWIMPEHHS obflacTen 3acTOCyBaHHS iHGOPMALIMHUX TEXHOMOriN
Np13BOAATb A0 CTPIMKOrO 30iMnbLUEHHS KifbKOCTI 3arpo3 iHpopmalyi. BignosigHo MOCTIMHO 3pocTae CTyniHb
HEeBW3HAYeHOCTI BUHUKHEHHS | peanisalil Takux 3arpo3 Ta CKMafHICTb BUKOPUCTOBYBAHUX CUCTEM 3aXMCTy
iH(bopmaLii Ta ix cnewianizoBaHa cnpsMoBaHicTb [1]. Tomy HabyTTS 3HaHb Ta HABUYOK LLIOAO CY4aCHUX METOZB
Ta 3acobiB 3axucty iHdopmalii € ogHum 3 6a30BMX 3aBhaHb MIATOTOBKM CTYAEHTIB 3 ranyai 3HaHb 12
«IHcbopmaLinHi TexHonoriiy, Wo i 3abesnevye aucumniiHa « TexHonorii 3axucTy iHopmaLii 3 LUKy AncumnaiH
NPOdecinHOl NiAroTOBKKM CTYAEHTIB cneyianbHocTi 122 — «Komm'toTepHi Haykuy». MeTow BuKagaHHs daHoi
HaBYanbHOI OMCUMNNIHA € O3HANOMSIEHHS CTYAEHTIB i3 MpUHUMNamMK Ta MeTogamu 3axucty iHdopmalii B
Cy4acHOMy LMPOBOMY CEPEAOBULLi, @ TaKOX HafaHHs iM HeoBXigHWX 3HaHb i HaBMYOK ANs 3abe3neyeHHs
36epexeHHst KOHIAEeHLIHOCTI, LiniCHOCTI Ta AOCTYMHOCTI iHhopmaLlii.

lMepeBaxHa GinbLUiCTb iHPOPMALLifHMX CcMCTEM UM BED3ACTOCYHKIB MaloTh Yy CBOIN OCHOBI 6a3y AaHMX
(B), oe moxe 3bepiraTnca Sk YyTNMBa KOMepLinHa iHpopMaLis, TaK i KOHIgeHUinHI ocobucTi gaHi. | KinbkicTb
cnpob HeCaHKLIOHOBAHOro AOCTYNY A0 TaKoi iHopMaLLii NOCTIHO 3pOCTae, Sk 3pOCTakTh | 3OUTKM y pe3ynbTaTi
il BUKpapeHHs [2-3]. Tomy npobnema 3axucty iHpopmMaLii € OHIEID 3 KIHOYOBUX NPY NPOEKTYBaHHI Ta po3pobu
IH(bopMaLliHUX CUCTEM Ta NporpamMHMX 3acobis, a 3axucT B[] — ogHiet 3 HaBaXMBILLKMX HA CbOTOAHI 3aaav,
LL{O 3yMOBIIHOE HEODXIAHICTb BKIHOYEHHS AaHOT TEMU A0 BUBYEHHS Y KypCi « TeXHOMOrii 3axXMCTy iHdhopmaLii».

[ns BU3HAYEHHs 3MICTOBHOI YacTuHK nabopaTopHoi poboTM HeoBXigHO mpoaHanisyBaTh 3arpo3un Ta
Bpa3nueocTi bJl, a Takox BignoBigHi iMm MeToau, moaeni Beanekn Ta 3acobu 3axucty. lMeple, Ha WO cnig
3BEPHYTM YyBary CTyAEHTIB — abCOMOTHUN 3aXUCT AaHMX Ha NPaKTULi peanisyBaTii HEMOXIMBO, arne MOXHa
3abe3neynTy BiZHOCHMI 3aXUCT, KONK iHpopMaLis Byae rapaHTOBaHO 3axuLLeHa NPOTAroM NeBHOro Yacy, nicns
3aKiHYEHHS SIKOTO HECaHKLOHOBaHWiA AOCTYN, BTpaTa LiNiCHOCTI YX JOCTYNHOCTI He NpU3BeayTb [0 HEraTUBHUX
Hacnigkis [4].

Ha puc. 1 HaBedeHO TpK OCHOBHI acnekTy iHpopMaLinHoi besnekn ans B i cuctem, WO YHKLOHYOTL
3 IX BUKOPUCTaHHSAM [5].

OcHoBHi acnekTu iHdopmauinHoi 6eaneku B[l

ey

KoHdhigeHLUinHicTb LlinicHictb JocTynHicTb

Puc. 1 OcHoBHi acnekTu iHopmaLinHoi 6e3nekn 6a3 gaHux
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Mg KoHigeHuinHicTIO (Secrecy) cnig posymiTu 3axuct B[l Big HecaHKuioHOBaHOro Joctyny, nig
yinicHictio (integrity) — 3axuct B[l Big BTpaTW LOCTOBIPHOCTI Ta Y3rOKEHOCTI JaHWX, a Nig AOCTYMHICTIO
(availability) — 3axuct B[] Big HECAHKLIOHOBAHOrO OTPUMaHHS iHdhopmaLlii Ta JOCTyny A0 pecypcis, NiATPUMKa
npaLe3aaTHOCTI Ta 3aXUCT Bif PyNHYBAHHS.

Tvnosi cuTyauii peanisayii 3arpo3 iHgopmauinHin LinicHocTi b [6-7] HacTynHi.

1. HecaHKuioHOBaHMIA AOCTYN (3MOBMUCHUK ab0 HEKOMMETEHTHWUIA KOPUCTYBAY MOXE OTPUMATH JOCTYN
po B[ Ta BHECTM NEBHI 3MiHW, L0 NPU3BEAE 4O HEraTUBHUX HACTIaKIB).

2. HekepoBaHui napaneniam. binbLiicTb iHhopmaLinHNX cucTem € GaraTokopUCTyBaLbKUMK, @ OTXe
opHovacHo 3 b[] Byae npautoBaTh Kirlbka KOPUCTYBAYiB, LLO MOXYTb HAMaraTucs O4HOYACHO 3MIHIOBATH ii CTaH.
FAKLO He BMKOPUCTOBYBATW NEBHI MexaHiaMu Ans 3anobiraHHs LbOMy, TO B pe3ynbTaTi MoxHa oTpumatu B[] 3
Hey3rofkeHUMN AaHUMMK.

3. NlokanbHi 360i. i Yac BUKOHaHHS NpUKNagHOT nporpamu, Lo npautoe 3 B, Moxe ctatucs nomunka,
fKa CMpUYUHUTL aBapiHe 3aBepLUEHHS BUKOHAHHSA nporpamu. AKLWO npu LbOMYy JaHa nporpaMa BUKOHyBasia
OHOBIEHHS AaHuX, TO B[] MOXe OMUHUTIACS Y HeY3roKeHOMY CTaHi.

4. Btpata onepaTtuBHOi nam’ati abo m'skuit 36iit. Xoua cyvacHi nepcoHanbHi KOMM'0TepK MatoTb BUCOKY
HaZiMHICTb, ane BOHM He 3aCTpaxoBaHi Bif CUCTEMHMX 30018 (HanNpuKnag, BigKIOYEHHS XUBNeHHS). Hacnigkom
Takoro 360t byae BTparta BMICTYy cucteMHux Bydepis Ta Bydepis nporpam, Lo 3HaXOAATLCA B OnepaTUBHIN
nam’ati. Ockinbkn HeMoXnnBo nepeabauntn ctaH B[l y MOMEHT mM’'sikoro 36010, BiH y LbOMY BUMaZKy micns
nepe3saBaHTaXEHHs CUCTEMMW TaKOX MOXE BUSIBUTUCS HEY3roMKEHUM. Takox npyu M’ikoMy 3601, Ha BiMiHY Bif
noKasibHOro, MOXYTb NOCTPaX4aTH AaHi BCiX kopucTysavis b[l.

5. QisnyHe pyiHyBaHHA gaHux abo xopcTkui 36ii. [lig yac ekcnnyatauii NPUCTPIN 30BHILHBOI NaM'sTi
MOXe 3incyBaTUCA | BUMTK 3 Nagy, | Xo4a iMOBIPHICTb Takoro 30010 € Jyxe Masol, Heto He MOXHa HexTyBarTw.

PosrnanyTi cuTtyauii MOXyTb cTaTucs BHacnigok [8]:

1) HekoMmneTeHTHOCTI, Be3BignoBiaanbHOCTI a0 3MOYUHHKX bl KOPUCTYBAYIB;

2) HeysroKeHUx OHOBMeHb AaHux B B[], siki BUKOHYIOTLCA KiNbKOMa KOPUCTyBaYaMu OLHOYACHO Ta
HEe3anexHo OfHe Bif OAHOIO;

3) BWHWKHEHHS y Npoueci poboTH KpUTUYHIUX MOMMUIOK Y NPUKNAZHMX Nporpamax;

4) BOyayBaHHS Yy nporpamHe 3abe3neyeHHst LWKigIMBoro Koay;

5) aBapilHOro BiAKMOYEHHS €NeKTpoeHeprii, 360t YK BigMOBM anapaTHOro 3abe3neyeHHs; NopYLUEHHS
NiHin 3B’A3KY;

6) i3MYHOrO 3HULLEHHSI KOMM'IOTEPHOT cucTeMu abo Ti CKnagoBwX.

[ns 3anobiraHHs BULLEHaBeAeHUM 3arpo3am LinicHocTi Bl cuctema noBuHHa:

1) nigTpumyBaT OBMeXeHHs npaB i MOBHOBaXeHb AOCTYMy kopucTyeavie B[], wWwo BignosigawTs
IHChopMaLiiHi NONITULI NiANPUEMCTBA;

2) MaTu 3axuCT Bif LUKIGNMBKX i KOPUCTYBAuIB, WO CMPSMOBAHI Ha MOLUKOZKEHHS ab0 OTpUMaHHS
KOHQDIAEHUINHUX JaHuX;

3) 3abesnevyyBaTi napanenbHy poboTy KinbKOX KOPUCTYBAYiB TakMM YMHOM, LWO6 Le BMKMKO4Yano
MOXTMBICTb BHECEHHS HEY3ropkeHux 3MiH y b[;

4) 3abesnevyBaTt BiHOBNEHHS LinicHOro ctaHy bl nicns nokansHux 360iB Ta M'sknx 360iB CUCTEMY;

5) 3abesneuyBaTy BigHOBNEHHS B[] nicns )opcTkux 360iB.

Takox cnif 3a3HaumTh, WO cyvacHi bl € 4BOKOMMOHEHTHUMM i CKIaAalTbCs 3 AaHMX, Lo 3bepiralTbes
(Tobto B[]) Ta nporpamMHOro 3abesneyeHHs), Lo Hagae MOXIMBOCTI ANS iX yNpaBniHHA Ta afMIHICTPYBaHHS
(cuctemu ynpasniHHa 6asoto aaHux, CYB[). Tomy ans 3abesneveHHs 6e3nekn HEOBXIOHO Takox CTBOPUTY
HanexHi yMoBM Ans 6e3neyHoro ynpasniHHA 36epexeHnMn JaHUMK, @ OTXKE BCi NUTaHHS LWoao 3axucty Bl i
CYB[ cnig ginuTi Ha ABi rpynu: He3anexHi Ta 3anexHi sig gaHux [9].

Po3rnsHemo 3aranbHi MPUHLMNK Ta METOAM BUMpILLEHHS 3aaad iHpopmauinHoi Besnekn 3 6oky CYB[
(puc. 2). Y Uit mogeni KoxeH piBeHb Mae CBOi 0B0'€KTU Ta NpuBinei (enemeHTapHi 403BOMM Ha BUKOHAHHS
enemeHTapHux onepauin 3 o6’ekramm cepsepa un 1) [10-11].

1. PiBeHb gaHux. OB'ektn — tabnuui B. O6’ekTn Ta MexaHiamu, L0 perynioTb JOCTYN A0 AaHWX,
BiACyTHi. [locTyn OO AaHMX 34IMCHIOETBCA KopucTyBayem B[l (piBeHb 5), kMt MOXe maTh JOCTyn 40 BMICTY
Tabnuui abo okpemmx CTOBMLB (YMTaHHS, Moaudikayis, BuaaneHHs). MoxnmeocTi Woao Ain 3 Tabmuuamu b
BW3HAYaOTbCS HASIBHICTIO BiANOBIAHNX CUCTEMHIX NPUBINEIB PiBHS 6.
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9. OnepaLjiitHa cuctema
8. Mpusinei pisHs cepaepa < Ayrermupikayis
KopucTyBava
7. KopucTyBaui cepsepa
= |
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) KopucTyBava
8 5. Kopuctysavi Bl
&
= 4. )
o Cxemn B[]
3. Mpoueaypm
<« AyanT gaHux
2. MNpeacraBnexHs
1. Oani

Puc. 2. Y3aranbHeHa moaens iHdopmainHoi 6e3nekn CYB[]

2. PiBeHb npeactaBneHb. O6’ekTM — npedcTaBneHHs, wWwo 3bepiratotecsd B B[l. [MpeactaBneHHs
CTBOPIOKOTb MPOMDKHUA LWap MiX KopucTyBadem Ta Tabmuuamu B[l, WO gae MOXNMBICTL NpuxoBaTW Bifg
KOpWCTYyBaYa HasiBHICTb pearnbHUX Tabnuub Ta CTBOPUTY into3ito poboTH 3 TabnmusMm, SKUX HacnpaBAi He iCHYE.
[ocTyn [0 NpeacTaBneHb pPerynioeTbes Npueinesamu 5 i 6 pieHS, SK i ans Tabnuup.

3. PiBeHb npouenyp. OB’ekt — npouedypu, PYHKUiT, Tpurepu, naketn npoueayp, QyHKUin Ta Tvnu
kopucTyBaya. HanBaxnumsillMM Ha LbOMY PIBHI € MexaHi3M iMNepCoHisaLil, O [03BOSISE NepeHeCTH npuBinel
KopucTyBaya Ha nporpamuuii 06’ekT. [locTyn Ao 06'ekTiB 3 piBHSA TaKOX PETYMIOETLCSA NPUBINEAMM 5 i 6 piBHS.

4. PiseHb cxeM. O6’ektn — cxemu bJ]. Cxema B[] 3 Touku 30py iHpopMaLinHoi Besnekn Bu3Hadae rpyny
00'ekTiB, QOCTYNHUX KOPUCTyBa4aM [Ans BUKOHAHHA MEBHOTO Nepeniky onepauin. [ocTyn 4O Cxem Takox
perynieTbes NpuBinesmMu 5 i 6 pisHs.

5. PiBeHb kopucTysavis Bfl. O6’ektut — kopucTyBadi B[l, 06’ekTHi npumeinei Ta poni pisHs B. Kopuctysay
B[l € ob’ektom Ge3nekn, skoMy MOXyTb GyTM npuaHaueHi npusinei. byab-skuin ctBoproBaHni y Bl 06'ekT
CTBOPHOETLCA Bif IMEHI KOPUCTYBaYa, KU cTae Moro BnacHukoM. Ponb B[] — Le imeHoBaHui Habip npueineis.
Ponb MOXHa Npu3Ha4YMTK KOpUCTYBaYEBI abo iHLLI poni, Npu LbOMY NpUBINei, 3aKpIinneHi 3a BUXiGHOK Ponmio,
NOLLMPIOKTLCS Ha KopucTyBada abo iHwy ponb. O6'ekTHI NpuBinei — Habip eneMeHTapHNX JO3BONIB, ki MOXe
BMAATW KOPUCTYBaY-BNACHKK 06’€KTa HLLOMY KOPUCTYBAYEBi.

6. lpueinei piBHa cuctemu. CUCTEMHUIA NPUBINEN — LE €NEMEHTApHWA [03BiN Ha BWUKOHAHHS
erieMeHTapHoi onepalii Ans nesHoro Tuny ob’ekTa (Hanpuknag, npuBinen Ha CTBOPEHHS abo BUAANEHHS
Tabnuup, NpeacTasneHb, npoueayp, GyHKUiK). AK npaBuno, CUCTEMHI NPUBINET NpU3Havae npuBinenoBaHumn
KopucTyBay — agmiHictpatop B[.

7. PiBeHb kopucTyBaui cepaepa. Kopuctysay cepsepa CYB[] HeobxigHnin Ans BCTAHOBMEHHS 3'€4HAHHS
KnieHTCbkoi nporpamu 3 cepsepom CYB[ y pamkax npouegypu ayteHTudikaLlii. KoxxeH kopucTtysady cepaepa
(KC) npoeutoeTbcs Ha ogHoro kopuctyBada b[l, npusinei sikoro BusHavaroTb MoxnmeocTi KC B uin B.
MoxrnueocTi KC B13Ha4atoTbCA NpU3HaYeHUMM oMy NpuBINesMn piBHS cepeepa.

8. Mpueinei piBHa cepeepa. O6'ekt — cepsepHi poni Ta npodini Besnekn. CepsepHi poni — Le
NOIMEHOBAHI CYKynHOCTI CepBEpHUX MPUBINEIB, WO MOXyTb ByTH ikcoBaHUMM Ta KOPUCTYBaLbKUMUA. Tpodinb
Be3neku — noiMeHoBaHWt Nepenik NiMiTiB, NOB’'A3aHNX 3 npouecom nigkntoyeHHs KC (MakcumarnbHa KinbKicTb
cnpob HenpaBWbHOTO BBEAEHHS NApONs, CTPOK Aii Napons, MakcuManbHa TpUBaricTb CeaHcy ToLo). 3a3Buyan
npodhink 6e3nekn BU3Ha4ae BNACTMBOCTI NiAKMIOYEHHS kopucTyBaya 4o cepsepa CYB[.

9. PiBeHb onepadinHoi cuctemn. Ha pieHi onepauinHoi cuctemm (OC) B — ue Habip dhaiinis, a cepaep
NPeACTaBNEHO Y BUINSAI KiNbKoX cepBepHNX Ta thoHoBmMx npouecis (abo cnyx6 OC), ski npautoroTh Bif IMEH
cneLianbHux 0bsikoBKX 3anuciB, CTBOPEHUX NPW iHCTansLii CepBePHOro NporpamHoro 3abesneyeHHs. [octyn
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[0 haiiniB JaHKX Ha HOCISX Ta namM’aTi npoLeciB perynoeTbes 3acobamm OC.

HeBig'eMHOK yYacTuHOW iH(opmaLinHoi 6esnekn CYB[ Takox € Tpu npouecu [12]: ayTeHTudikaLlii
(oxonntoe Tpu BepxHi piBHi Mogeni, Ha piBHi OC ayTeHTUdikauis BUKOHYeTbCs 3acobamm OC, Ha piBHSX
cepeepHux npueineis Ta KC — 3acobamu CYB[), aBTopu3allisi (BUKOHYETLCS MICNS ayTeHTUdiKaLii, Oxonmtoe
piBHI 5-7, 3BOAMTbCA OO HadineHHs kopuctysada B[l HeoOXigHWM nepenikoM CUCTEMHMX Ta 06’€KTHUX
NpuBINeiB) Ta ayaut (OXONMe BCi AEB'ATb PIBHIB, MOr0 MPU3HAYEHHS — 3MINCHEHHSI KOHTPOMIO 3a PIBHEM
iH(bopmauinHoi Besneku B[l Ans BUSBNEHHA HagMipy MPU3HAYEHUX YK HEOOCTATHIX MpuBineis, cnpob
HeCaHKLiOHOBaHOro 4OCTYNy A0 JaHuX; aBTOpCTBa BUKOHaHMX Y B[l onepauin).

HaBegeHa mogenb nokasye npuHumuni nobyaosu cuctem iHgopmauinHoi 6esnekn cydacHux CYB[ ta
Moxe OYTi BUKOpUCTaHa Npu NPOEKTYBaHHI iHPOPMALNHUX CUCTEM.

Y naHin poboTi po3rnsHyTO po3pobKy METOAMKI HaBYaHHS CTyAEHTIB cnewianbHocTi 122 — «<Komm'toTepHi
HayKku» BUKOPUCTaHHIO MeTofiB Ta 3acobis 3axucty B[] Ans oTpUMaHHS NPaKTUYHUX HABUYOK SK BUSBMEHHS
BPA3NMNBOCTEN iCHYIOUMX NPOrpamMHMX 3acobiB, Tak i pO3pOOKM BNACHWUX 3aXWLLEHUX NPOrPaMHMX LOAATKIB, LU0
(DYHKLOHYt0Tb Ha 0cHOBI B[], Po3pobneHo HoBy nabopaTopHy poboTy Ha CTUKY ABOX HaBYaSbHWUX AUCLMMMIH —
«TexHonorii 3axucty iHgopmauji» Ta «OpraHisayisa 6a3 gaHux». Po3pobka BUKOHaHa 4BOMa BUKIafavamu i3
3aCTOCYBaHHAM CyyacHuWX 3acobiB iHHOBALiHMX TexHonorii. [ns HaBYamnbHWUX Linen BUKOPUCTOBYHOTHCS
BeskowToBHi MS SQL Server i MS Visual Studio. Tema BukopuctaHHa MeTogiB Ta 3acobiB 3axuCTy iHopmaLii
B B[l € ogHieto 3 Tem nabopaTopHux pobiT Mpu BMBYEHHI HABYambHOI AMCUMANiIHU «TeXHomorii 3axucrty
IHbopmaLii».

Mema pobomu: npoaHaniayBaTi Cy4acHi Metoaum Ta 3acobn 3abeaneveHHs 6e3nekn B ans po3pobku
METOAMYHOrO 3abe3neyeHHss Ans BUKOHaHHA nabopaTopHux pobiT 3 aucumnniHu  «TexHonorii 3axucty
iH(bopmaLii» 3a4ns OpMyBaHHS Yy CTYAEHTIB NPaKTUYHUX HABUYOK MPOEKTYBAHHS Ta PO3POOKM 3aXULLEHMX
IH(hOpMaLLiHUX CUCTEM.

Il Mamepian i memodu docnidxeHHs

[ns BU3HAYeHHs 3MICTOBHOI YacTuHK nabopaTopHoi poboT HeoBXigHO MpoaHanisyBaTh 3arposu Ta
Bpa3nuBOCTi 6a3 JaHuX, a Takox BiAMOBigHI IM MeToam Ta 3acobu 3axucty. lig 3axmuctom B[l cnig po3ymiTi
cnocib 3anobiraHHs HecaHKLiOHOBAHOMY AOCTYNY A0 iHgopmaii, wo 36epiraetbest B Tabnuusax [13]. OgHum i3
HanbinbLw cnabkux Micub npu 3abe3neyeHHi 6eneku B[ € Benuka Kinbkictb 0Cib, WO OTPUMYIOTL JOCTYN A0
AaHWX Ha Pi3HMX PiBHSAX, TOBTO 3arpo3n BUHWMKAKOTL He TiMbKM 330BHi, a il 3cepeanHn, 3 BOKy neranbHWX
KopuCcTyBaYiB. FAK TUNOBI NPUKMNaAWM MOXHA HAaBECTU 3aBaHTaXeHHs B[ cMCTEMHUM aMiHICTpaTopoM nepea
3BiNbHEHHAM Ta kpagikky B[l cniBpobiTHMKOM, WO Mae [0 Hei [JOCTyn BiAnoBIZHO A0 CBOIX MOCAZOBWX
0boB’s3kiB. Hanbinblw o4eBUAHUMM | PO3MOBCIOMKEHUMW € Taki 3acobu 3axucTy, SIK NapOnbHUA 3aXUCT,
BCTAHOBIEHHS nMpaB goctyny Ao o6’ekTiB B[, 3axucT nonis Ta 3anucis Tabnuup B[, WwWndpyBaHHs AaHux Ta
nporpam. 'onoBHUM 06’ekToM aTtakun Ha B[] €, sik NnpaBuno, agMiHiCTpaTUBHI NOBHOBAXEHHS!. [INs iX OTpUMaHHS
A0CTaTHBLO Ai3HATUCS Naporb agMiHICTpaTopa CUCTEMM Y XeLwoBaHOMY abo CUMBOMBHOMY BUIMSL.

3axuct B[] mae 3abesneuntn 3axuwieHictb bl Big byab-skoi nepeabadysaHoi Yu HenepenbavyBaHoI
3arposu, Wo moxe ByTn peanizoBaHa 3 BUKOPUCTAHHAM Pi3HUX KOMMIOTEPHUX Ta HEKOMM'OTEPHUX 3acobiB.
OpHak 3axuLeHoto Mae ByTu He nuwe iHdopmayis B B, agxe cnabkumm MicusiMu B CUCTEMI 3aXMCTY MOXYTb
OyTH 1 iHLWI YaCTUHKM cUCTeMM, | BXXe Yepe3 Hux Hebeaneka Moxe 3arpoxyBaTu BniacHe b[l. Tomy 3axuct B[] mae
ByTM KOMNNEKCHAM Ta OXONIBATU BUKOPUCTOBYBAHE anapaTtHe i nporpamHe 3abeaneyeHHs, nepcoHan i cami
AaHi. Wo6 3axuct 6yB edeKkTuBHUM, HeobXigHO MaTW BigMOBiAHI 3acOOM KOHTPOM, SKi BU3HAYalTb 3a
KOHKPETHUMW BUMOramu BignoBigHo Ao ocobnmsocteit cuctemu [14].

[ns 3abe3neyeHHs Beaneku B 3aCTOCOBYIOTH KOMMIOTEPHI Ta HEKOMIM KOTEPHI 3aC0BU 3axucTy.

[10 KOMM'tOTEPHMX BigHOCATb HACTYnHi [15]:

1. ABTOpM3aLia KOpUCTYBaYiB Ta po3mexyBaHHs gocTyny. [1in aBTopu3aLlietd KOpUCTyBadiB PoO3yMitoTb
HaZaHHS KOpPUCTyBaYeBi NEBHWX NpaB, SKi JAKTb MOXMMBICTb X BNACHUKY MaTW 3aKOHHUM JOCTYN [0 BCi€l
cuctemm abo ii okpemmx 06’ekTiB. ABTOpU3aLlis 3AINCHIOETHCA 3 BUKOPUCTAHHAM 3acobiB onepavinHoi cucTemu
Ta 3acobis camoi CYB[.

2. [locTyn 0o paHux vepes npeacTaBneHHs. NpeacTaBneHHs MICTUTb psagky i CTOBML, SIK | 3BUYalHA
Tabnuus B[, ane 6e3 akTUYHUX JaHWX, KOr0 MOXHA po3rnagaTit sk BipTyanbHy TabnuLo, CTBOPEHyY 3 OHie
abo kinbkox Tabnuus. ToBTO NpeacTaBNEHHS € BiPTYanbHUM BigHOLWEHHAM, SIKOro peanbHo B BJ] He iCHye, ane
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BOHO CTBOPIOETLCS HA BUMOTY KOPUCTYBaYa B MOMEHT HAaOXOKEHHS LIiET BUMOTH.

MexaHi3aM npefcTaBeHHs — Lie MOTYXXHWN Ta FHYYKUA IHCTPYMEHT OpraHisaLil 3aXuCTy JaHuX, abke BOHO
[03BONSE NPUXOBATW Bif MEBHWX KOPUCTYyBadiB OkpeMi 4acTuHW B[. MMpu BUKOpUCTaHHI NpencTaBneHHs
kopucTyBay B[l He Mae KOQHMX BiZOMOCTEN NPO iCHyBaHHA Byab-AKMX aTpubYTiB UM AaHMX, LIO HE LOCTYMHi
yepe3 NpeacTaBrieHHs!, L0 BMKOPUCTOBYETLCA. [lpeacTaBrneHHst 3a3BuWyal BU3HA4valoTb Ha 0asi KinbKox
Tabnuupb, NiCNs YOro KOPUCTyBAYEBI HAAAKOTLCA HEOBXIAHI NPKBINET AOCTYNY 4O LbOro NPEACTaBIEHHS, ane He
[0 BUXigHUX Tabnuub. TakuM YUHOM BUKOPUCTaHHS NPeACTaBneHb € BinbL XOPCTKMM MEXaHi3MOM KOHTPOMHO
[OCTYNY, HIX 3BMYANHE HAAHHS KOPUCTYBAYEBI NEBHWX NpaB AocTyny Ao Tabnuuyps BJ.

3. OHOBrEHHA JaHWX Ta peanisauis npaBun Gi3HEC-NOTiKW 3 BUKOPUCTAHHAM Tpurepis, 36epexeHnx
npoueayp Ta yHKUii. 36epexeHi npoleaypu, YHKLT Ta TpUrepn — Lie NMorivYHO 3aBepLUEHi (hparMeHTH Koay,
HanucaHi BUCOKOPIBHEBOK MOBO NpOrpamyBaHHs, Lo sBnsie coboto po3iumpeHHs MoBu SQL, ki 3bepiratoTbes
| BUKOHYIOTbCA Ha cepBepi b[l. Peanisayis 3 ix gonomoroto BCix npasun 6isHec-norikv fo3Bonse 3abe3neqnty
3HaYHO GinbLL BUCOKWIA PiBEHb 3aXWUCTY AaHMX, Hix kO BOHM Bynn peani3oBaHi Y KNiEHTCbKUX nporpamax.

4. PesepBHe KOnMiloBaHHA Ta BigHOBMEHHs. [lig pe3epBHUM KOMiOBAHHSM PO3YMitOTb NEPIOANYHO
BMKOHYBaHy npoueaypy oTpumanHs Konii b Ta 1i channy )ypHany y 30BHILLHIA NOCTIMHIA NaM’ATi, HanYacTiLe
Ha OKpPemMOoMYy Hocii. Y pasi HacTaHHS BIAMOBW, BHAcnigok sikoi B[l cTaHe HenpuaaTHOK AN NoAanbLIOro
BMKOPUCTAHHS, pe3epBHY KOMito Ta 3adiikcoBaHy Yy (hanni xypHany onepaTuBHy iHpopmauito MoxHa byae
BUKOpUCTATK 4N151 BigHOBNEHHS B 4O OCTaHHBLOrO Y3roKEHOro CTaHy.

YKypHasntoBaHHs abo BeleHHS XypHasny — Lie npoueaypa CTBOPEHHS Ta 06¢cnyroByBaHHs (hainy xypHany,
y SIKOMY MICTATbCS BiOMOCTI LWOAO BCIX 3MiH, BHECEHWX A0 B[] nounHalum 3 MOMEHTY CTBOPEHHSI OCTaHHLOI
pe3epBHOI Konii. YKypHantoBaHHs [03BONsE 3abe3neuntn eheKTMBHE BiOHOBMEHHS CUCTEMM Y BUNAZKy ii
BiAMOBW. FKLIO B CUCTEMI, Sika BiAMOBWUNA, (PYHKLIS BeJEHHS CUCTEMHOrO XypHany He Byna 3apisHa, To B[
MOXHa Oyae BigHOBMTM NuLLe OO0 TOro CTaHy, skui 6yno 3adikcoBaHO B OCTaHHI CTBOPEHI PE3EPBHiN Konii.
Yci amiHu, wo 6ynu BHeceHi Ao B[ nicns CTBOPEHHS 0CTaHHLOI pe3epBHOI Komil, ByayTb BTpaYeHi.

5. 3abesneyeHHs uinicHocTi. 3abe3neyeHHs LiNiCHOCTI Mae Ha MeTi NepeBipKy LiNiCHOCTI JaHuX Ta ix
BiOHOBMNEHHS!, AKWO OyayTb BusBneHi npotupivust y BA. LlinicHnin ctad B onucyeTbes 3 BUKOPUCTAHHAM
oBMexeHb LiniCHOCTI Y BUrNSAI YMOB, SKUM MatoTb 3a40BONbHATY faHi, Lo 3bepiratoTbest B B,

6. KepyBaHHS nmapaneniaMoM BWKOHaHHS TpaH3akuin. KepyBaHHS TpaH3akyisMuM — Le ofHe i3
HanBaxnmeilwmx 3aBgaHb CYBL. CyuacHi, pospaxoBaHi Ha 6arato kopuctysauis CYB[], MaloTb AOCTaTHLO
AOCKOHasi 3acobu kepyBaHHs napasneniaMoM Npu BUKOHaHHI TpaH3aKLjii, Lo 403B0NsE baraTbOM KOpUCTyBa4Yam
MaTu ogHoYacHwin goctyn go b,

7. Ayaut 3BepHeHb. AyauT O3Havae MpOBEAEHHS peecTpalil BCiX 3BepHeHb [0 iHdopmalii, sika
3axuwaetbes. LWob BU3HaUMTK akTUBHICTL BUKOpUCTaHHA B[, BUKOHYETbCS aHani3 ii cannis xypHasny. 3a
[OMOMOroK LMX [Kepen MOXHa BuABUTM Oyab-ski HE3BWYAWMHI i y cucTemi. 3a 4ONOMOroK PerynspHoro
NPOBEAEHHS TaKWUX MEPEBIPOK, AOMOBHEHOTO MOCTIMHUM KOHTPOMEM BMICTY (DanniB XypHany 3 METO
BMSIBIIEHHS @HOMAasbHOI aKTWBHOCTI B CUCTEMI, MOXHa CBOEYACHO BWSIBUTM i MpUNMHUTM Oyab-aki cnpobu
MOPYLUEHHS 3aXUCTY.

8. lndbpyBaHHs. 3abe3neunTi HaginHUA (Ha NEBHWIA Yac) 3aXUCT KOH(IAEHLIMHUX JaHUX MOXHA nuLLe 3
BMKOPUCTaHHAM LUNCGPYBaHHS JaHWX. Y pe3ynbTarti LMdpyBaHHS AaHi CTaoTb HEJOCTYNMHUMU NS YATaHHS, a
ANa yCnilwHoOro ix AelwmdpyBaHHs noTpibHO 3HaTM knioy AewwmdpysaHHs. CyyacHi CYB[ nponoHyioTb
BOyQoBaHi 3acobu Ans LWMgpyBaHHS LaHKX, Ta NPOBOAATL AELWMMPYBAHHA AAHWUX «HA NbOTY», B MOMEHT
3BEPHEHHS KOPUCTYBaYa [0 LMX AaHuX.

9. [lonomixHi npoueaypw, Taki sk 3axuct Big SQL-iH'ekwiin, arperyBaHHs Ta iHdepeHLji.

[10 HekoMM'toTEpHMX 3acoBiB 3aXWUCTY BIZHOCATLCA BXWBAHHSA aaMIHICTPATUBHUX 3ax04iB, BUPOOMEHHS
obmexeHb Ta yrog [16]. Ciogw BigHOCATb:

— 3ax0A4u Wopao be3neku Ta nnaHyBaHHs 3axucTy Bif HenepenbavyBaHux 06CTaBuH;

— 3aX0AM LLOAO KOHTPOSTIO 3a NepCoHariom Ta 3arafibHui KOHTPOSTb 3a (Ii3U4HUM JOCTYNOM;

— 3aX0AM LLOAO 3aXMCTY NPUMILLEHb 3a JONOMOTOK Pi3HOrO POAY OXOPOHHUX CUCTEM;

— YKrnadaHHs rapaHTinHUX Yro4 Ta [OroBOpIB NPO CYNPOBOMKEHHS anapaTHKUX 3acobiB Ta MporpamMHoro
3abe3sneyeHHs cuctem Gesneku, LU0 BUKOHYHOTHCS TPETHOK CTOPOHOIO.

Lle no3sonse Ha NeBHWI TEPMiIH NPOAOBXUTY BNEBHEHICTb Y TOMY, L0 Li 3aC0BM HE CTaHyTb NPUYNHOKD
peanisauii 3arpo3 6esne.
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Y 0OKyMEHTaX, L0 BCTAHOBIIOTL 3axoayn 3abe3neyeHHs Beaneku, Cnig BU3HAYUTH:

— cchepy AiNoBKx NPOLECIB opraHisalii, 4ns SKOI BOHWU BCTAHOBIIHOOTLCS;

— BiANOBiAANbLHICTL Ta 060B'A3KM OKPEMIX CMiBPOBITHUKIB;

— OucumnniHapHi 3axoau, Wo 6yayTb BXWUTI Y pasi BUSIBIIEHHS NOPYLIEHHS BCTAHOBIIEHNX OOMEXEHD;

— nepenik 060B'A3K0BO BUKOHYBaHWX NpoLeayp.

Takox ong B[l MoxHa BUZINUTKM Kinbka cneuudiyHux 3arpo3, Lo MNoB’s3aHi i3 KoHueHTpauielo y Bl
BENWKOI KiNbKOCTI pi3HOMaHITHOT iHGhopMmalLlii, @ TaKoX i3 MOXNMBICTIO BUKOPUCTAHHS CKMagHKX 3anuTiB 06pobku
paHux [17-19]. [o Takux 3arpo3 Hanexarb:

— iHdepeHLis Ta arperyBaHHs (logical inference and aggregation);

— komBiHaLlist 4O3BONEHMX 3anUTIB 4115 OTPUMAHHS 3akpuUTUX LaHux (browsing);

— OpraHi3aLlist NpuxoBaHuX kaHanis nepeaadi iHgopmadii (covert channels);

— SQL-iH'ekuii (SQL injection);

— NporpamHi 3aKnagkw, kog HanarogxeHHs (backdoors, trapdoors)

— TPOSHCBKI KOHi (trojan horses).

MeToam npoTuaii 3arpo3am iHdopmadinHoi 6e3nekun bf] [20-21] HaBeaeHo y Tabn. 1.

Tabn.1. Metogu npoTuaii 3arposam B[]

3arposa [MpoTmnais MeTop
BCTaHOBNEHHS CUCTEMM KepyBaHHS
Kpagixka iHpopmadii 3 B[] LLndppyBaHHs B[] Ta ponboBe | AOCTYNOM 3a LhpOBUMY
HeyNnOBHOBaXXEHUM KOPUCTYBAYeEM | KepyBaHHs JOCTYNOM cepTudikatamu, LUMEPPYBaHHA

KPUTUYHUX cermeHTiB B[l

Kpagixka iHpopmauii 3 B/1 3 6oky
neranbHoOro KopucTyBava
(NepeBMLLEHHS NOBHOBAXEHb)

Ponbose kepyBaHHs AyTeHTUiKaLig Ta 4oAaTKOBUI
[OCTYNOM, JOKNAAHWA ayauT | MOHITOPWHT Jiil KOpUCTyBaYa

Kpagikka 4 BUKOPUCTaHHS

yyxoro 0bnikoBoro 3anucy (Yepesd | AyTeHTudikawis 3a BukopucTtanHs mexaHiamy SSL-
BiACYTHICTb 3axucTy 06nikoBoro Uu1bpoBuM cepTudikaTom ayTeHTUdikawi
3anucy)

BukopucTaHHs BigoMux naponis,
BCTAHOBJIEHMX 3@ 3aMOBYYBaHHSIM.
Kpagpxka napons. Migbip napons.
[NepexonneHHs napons nig Yac
nepegavi Yepes Mepexy

BigmoBa Big BUKOPUCTaHHS naponis,
nepexig Ha SSL-ayTeHTUdikaLito 3
BUKOPUCTaHHAM CepTudikaTiB

AyTeHTuikaLis 3a
UnchpoBKUM CePTUIKATOM

3aKpuTUi KNtoY 36epiraeTbes
SK He EKCOPTOBaHUM 10
3axuLLeHol nam'siTi
IHTENEKTYanbHOI CMapT-KapTy

BukopucTtaHHs cMapT-kapT
TexHonorin ana 6eaneyHoro
3bepiraHHs 3aKpUTUX KItoiB

Kpagixka abo konitoBaHHS
KITKOMOBOrO KOHTENHEPa UM 1 oro
pe3epBHOI Komil

BukopucTaHHs cMapT-kapT
TEXHOIOrii AN anapaTHOro
BWUKOHaHHS KpunTorpagivHnx
onepauiv (SSL) y npouecopi cmapT-

[NepexonneHHs 3aKpuToro Kroya
(Y MOMEHT MOro BUKOPUCTaHHS 3a
[0MOMOrOH0 creLianbHOro

AnapartHa peanisauist
KpunTorpadivHux onepawin y

cMapT-KkapTi .

NPOrpamHoro 3abe3neyeHHs) KapTh Be3 «BUXOdY» 3aKPUTMX KITOYiB

Ha30BHI

BukopuctanHs SSL-npoTokony Ans

LNpYyBaHHS NepeaaHnx Yepes
[NepexonneHHs gaHux, Lo LLInthpyBaHHs MepexeBoro bpy pea P

. ) Mepexy 4aHuX 3a AOMOMOro

nepearTbes no Mepexi Tpadiky

B6ynosaHux y CYB[] anroputmis
LINEPPYBAHHS
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[MpoaoBXKeHHs Tabn. 1.

3arposa [MpoTunais MeTop
BukopucTaHHs perynspHoro
Pe3sepBHe KonitoBaHHA JaHUX | pe3epBHOro KonitoBaHHs bl] Ta
haiiny CMCTEMHOTO XypHany
HanucaHHs 6e3neyHoro kogy | TecTyBaHHSi NPOrPaMHOro
SQL-iH ekuji 3aCTOCYHKiB, NpaBusibHa 3abe3neyeHHs Ta nepes.ipka
KoHdpirypauis CYB[ HanawTysaHb CYB[]

36in y poboTi anapaTHOro 4m
MporpamHoro 3abe3neyeHHs

AHania 3arpo3 Ta BpasnueocTen B[] nokasye, Lo HanyacTille 3aCTOCOBYIOTLCA Taki METOAN Ta 3acobu
3axucty B[l, sK BMKOHaHHA BignoBigHWX HanawTtyBaHb CYB[, pesepBHe KonitoBaHHA iHGopmaLii Ta
AOTPUMaHHS NpaBun CTBOPEHHs 6e3neyHoro kogy npu po3pobui 3actocyHkiB Ans pobotw 3 b [22]. Omxe, came
Ui MeToau [OUiNbHO BMKOpUCTaTM y nabopaTopHin poboTi Ans (POPMyBaHHA Y CTYAEHTIB HaMeXHMX
TEOPETUYHUX 3HaHb Ta NPAKTUYHWX HABWUYOK LLOAO 3axucty B[,

Il Pesynbmamu

Ha ocHoBi npoBeAeHOro y nonepeaHLOMy pPO3Aini aHanisy MoXHa CKnactv nepenik TepMiHiB, Lo MakTb
OyTV HaBeAEeHi B KOPOTKMX TEOPETUYHMX BiAOMOCTSX NTabopaTopHOi po6OTH. 3HAHHS LX TEPMIHIB € HEOBXigHNM
ANS NPaBUILHOTO PO3YMIHHSA CTYAEHTaMu OCHOBHUX Npobnem wwoao 3axucty iHdgopmadii B BJ. Lie Taki TepMiHm,
AK: iHbopmauinHa Gesneka (information security), 3axucT iHcopmauii, uinicHictb gaHux (data integrity),
AOCTYNHIiCTb AaHux (data availability), 3axuweHa iHgopmauis (sensitive information), 3axuweHa iHpopmauinHa
cuctema, besneyHa cuctema, HagiHa (BoBipeHa) cuctema, nonituka 6esnekw (security policy), mogens 6eaneku
(security model), cy6’exti B[] (subjects), 06’k B[] (objects), cyb’ekt goctyny (access subject), 06’ekt goctyny
(access object), npaBuna po3mexyBaHHs gocTyny (security policy), caHkuioHoBaHui aocTyn (authorized access
to information), ineHTudikadis (identification), ineHtudikatop gocryny (access identifier), ayrenTudikavis
(authentication), aBTopu3sauisi (authorization), npusineit goctyny (piBeHb NOBHOBaXeHb CyG'ekTa LOCTyMy)
(subject privilege).

[Ins NpaKTMYHOrO 3aCBOEHHS METOAIB Ta 3acobiB 3axucTy B[] CTyAEHTU MaKTb BUBYMTW HaNALLTYBaHHS
6esneku CYB[] (y nabopatopHiin pobori Bukopuctosyetbcst MS SQL Server), a came komanan GRANT, DENY,
REVOKE, 3acobu ctBopeHHst pesepsHoi konii B[] Ta BigHoBneHHs b 3 peaepBHoi konii. Takox cTyaeHTU MaTb
3aCBOITK OCHOBHI MPUYMHK, LLO POONATL MOXNMBIAM BnipoBagkeHHs SQL-iH'ekLin y BeB3acTOCyHKM (AnHaMivHa
nobynosa sql-3anuTiB, HekopekTHa 0Bpobka BUMKMKOYEHb, ChelianbHUX CUMBOMIB, TWMIB), @ TAKOX BUBYMTM
OCHOBHI Cnocobu i TexHiku ekcnnyaTtauii SQL-iH'eKLin, 38 AOMOMOroH SKUX 31TOBMUCHUK MOXe OTpUMaT oCTyn
po Bmicty B[l (Union SQL-iH'ekuis, Error-based SQL-iH'ekuis, Blind SQL-iH'ekuis, Time-based SQL-iH'ekLis Ta
Out-bound SQL-iHekyis). Bei i AaHi Takox MatoTb OyT HaBeEeHi B KOPOTKIUX TEOPETUYHUX BIGOMOCTSX Ta ByTu
CaMOCTIHO OMnpaLbOBaHi CTyAEHTaMM 3 BUKOPUCTAHHAM PEKOMEHOOBAHOI fliTepaTypum.

Pe3ynbTaToM BMKOHaHHS nabopaTtopHoi poboT mae Byt hOpMyBaHHS y CTYAEHTIB HaBWUYOK LIOAO
OLliHIOBaHHS MOTEHLMHNX Bpa3nuBoCTen Bxe icHytounx bl Ta nporpamHnx 3acobis, a TakoX NPOEKTYBAHHS i
po3pobKkM BnacHux 3axuweHnx nporpamHux gogatkis (M0), wo dyHKuioHyoTh Ha ocHoBi B[l. ba3osoto
KOHLienUj€eto, Ky BOHM MatOTb 3aCBOITU, € HEOOXIAHICTb BUKOPUCTAHHS KOMMINEKCHOrO Nigxoay A0 3abe3neyeHHs
Be3neku cxoBuLL, iHpopMaLlii, a HE BUKOPUCTAHHS METOAY 3aKpUTTS BpasnueocTein. CTyaeHTaM NPONOHYETHCS
HacTynHa MeToAuka po3pobKM 3axMLLEeHUX NpOrpamHUX AoAaTkiB (puc. 3), WO CknagaeTbcs 3 6 erTanis,
OCHOBHWMM 3 SIKVX €:

1. OuiHMTK Ta KnacudikysaTy 3arpo3v Ta BpasnuBOCTi.

BukoHaHHA knacudikalii 3arpo3 i BpasnuBOCTEN [ae MOXIUBICTb YropsaKyBaTh iX AN nofasnbLioro
aHaniay, 4ae MOXIMBICTb BUSIBUTM 3aNEXHOCTI MK BPA3NMBOCTAMM Ta [KEPENAMM iX BUHUKHEHHS. Y pe3ynbTaTi
npw peanisadii KoHkpeTHoro [ 3 BukopucTaHHsm B[l 3'aBUTbCS MOXIMBICTL BCTAHOBWUTU Ta CMPOrHO3yBaTK
NOB’Ai3aHi 3 HAM 3arpo3u Ta 3a3aanerigb NiarotTyBaTy BianoBiaHi 3acobu 3abeaneyeHHs 6eaneku.

2. Po3pobutn Mogernb NOTEHLIMHOIO 3rI0BMUCHMKA.

Po3pobka mogeni nopyLHMKa facTb 3MOry OTPpUMAaTH BigMOBIAI HA Taki NUTAHHS: Bif KOTO 3aXMULIAETLCS
IHbopmaLis, Sika MeTa 3NOBMUCHUKA, SIKi 3HAHHS BiH Mae, siKi NOBHOBaXEHHS Mae B CUCTEMI, SKUMU METO4AMM i
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3acobamm KOpUCTYETLCS, sika iMoro 06isHaHICTb Loao 06’ekTa po3pobkm i cucTemMn 3axmcTy?

3. Po3pobutu ctaHaapTHI MexaHismu 3abeaneyeHHst 6eaneku, Lo MoXyTb ByTW 3aCTOCOBaHI A4St Pi3HUX
CYB/[] 6e3 BHECEHHS 3MiH @00 3 MiHIManbHUMKU 3MiHAMMN.

MopibHa cTaHgapTu3aLlis 4O3BOMSE CTBOPIOBATH MynbTMRNAT(OPMHI 3acobu 3abesneyeHHs Gesneku,
LLLO MOXYTb 3acTocoByBatucs 3 pisHumu CYB[] B pamkax ogHiei mogeni gaHux.

4. Po3pobuti nepenik ponen kopuctysavis M Ta matpuuto goctyny go ob'ektis bl 4ns kKoxHOI 3 poneit.

OcTaHHiM HeobxigHUM Kpokom npu po3pobLi nabopaTopHoi poboTK € BU3HAYEHHS 3ac0BiB KOHTPONIO 3a
HaNeXHUM 3aCBOEHHSAIM CTyAEHTamMu HaB4yanbHOro Matepiany. Cnig BUXOAMTM 3 TOrO, WO ANS NEpeBipKu
pesynbTartiB y4O60BO-Ni3HABANLHOI iANBbHOCTI CTYAEHTIB MOXe ByTi 3aCTOCOBAHO Kinbka BWAIB Neaarori4Horo
KOHTPOIIO, LLO € OZHIEN 3 OCHOBHUX (hOPM OpraHisaLlii HaB4anbHOro NPOLECy.

MpoekTyBaHHs B/

v

Ouinka Ta knacudikayis 3arpo3
| Bpa3nmeocTen

v

Po3pobka mogeni
MOTEHLHOTO 3MOBMUCHWKA

Po3pobka cTaHgapTHUX
MeXaHi3MiB 3a0e3neyeHHs
Besneku

Po3pobka nepeniky ponei
KOpUCTYBauiB Ta MaTpuLi
poctyny o o6’ektis b

Pospobka M1

Puc. 3. Etanu npoekTyBaHHs 3axuweHoro [

Takox cnig BpaxoByBaTW OYHO-OMCTAHUIMHUIA XapaKTep HaBYaHHSA, WO cepef iHLWOro BUMarae Bif
CTYZEHTIB NOCUSIEHHS CAMOKOHTPOSH.

OnTManbHUM MOXHA BBaXXaTW HAsSiBHICTb TPBOX TOYOK KOHTPOSIHO:

1) NPOXOMKEHHS BXIQHOTO TECTYy Ha 3HAHHSA MaTepiany, BMKNAAEHOrO Y KOPOTKMX TEOPETUYHNX
BinOMOCTSAX nabopaTopHoi poboTw, SKWUi CTYAEHT Mae MpPOWTWU Nepeq TUM, SK MPUCTYNUTU OO BUKOHAHHS
pob0oyOoro 3aBaaHHs;

2) BOTPUMAHHS CTYLEHTOM BU3HAYEHNX TEPMIHIB 34a4i BUKOHAHOTO poBOYOro 3aBAaHHs;

3) NpoXomKeHHA NiLCYMKOBOMO TECTY 3a MaTepianamu, Lo BigBeaeHi Ans CaMOCTIHOT NigroTOBKY.

BxigHe TecToBe 3aBOaHHst Mae cknagatucs i3 10 nuTaHb, MigCyMKOBE TECTOBE 3aBAaHHS NabopaTopHoi
poboTu — 3 20 nuTaHb. TepMiH 34adi BUKOHAHOro pobo4Oro 3aBaaHHs — He MisHille 14 OHIB i3 AHS NPOBEAEHHS
3aHATTS.

[aHi TOYKM KOHTPOMK MOXHa peanisyBaTW 3 BUKOPUCTAHHAM BIPTYanbHOrO OCBITHLOMO MPOCTOPY
KpemeHuyLbKoro HauioHarnbHoro yHisepcutety iMeHi Muxanna OcTporpagcbkoro Ta CUCTEMM OLHKM SIKOCTI
HaBYaHHS 1 TECTYBaHHS 3HaHb CTyAeHTB (kmu.org). Voro BMKOPUCTAHHS MOXIMBE SIK ANS OYHOI, Tak i
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ANCTaHLIMHOT (hOpMM HaBYaHHS, LLO [03BOMIUTbL 3HATM YaCTWHY HABaHTaXEHHA 3 BWKIagadva i nigcunuTy
€(eKTUBHICTb Ta CBOEYACHICTb KOHTPOSTHO.

IV 062080peHHs

B poborti [23] aBTOpamu nokasaHo, WO NUTaHHS Kibep3axucty daHux B YKpaiHi € Haa3BuyaiiHo
akTyanbHuM, a notpeba y thaxisusx y ranyai kibepbesneku byge i Hagani 3poctatu. Y cTaTTi HaronoLwyeThes,
L0 BMPOBAMKEHHS NeAaroriyHnX TEOpin y HaB4anbHy AisnbHICTb NoTpebye po3pobku BigMNOBIZHOMO anroputMy
(hopMyBaHHsA (haxoBMX KOMMETEHLin MarbyTHIX crewianictis B obnacTi iHdopmaLinHoi Ta Kibepbesneku.
ABTOpW MpPOMOHYIOTb Ta OGFPYHTOBYKOTb aKTyanbHICTb BMPOBAKEHHs BipTyanbHOI nabopatopii Ans
MOZentoBaHHSA npoLecis y iHopMaLinHii Ta kibepbeaneui. Y poboTi npe3eHTyeTbCs BipTyanbHa nabopatopis
«HaBYarbHWi1 kibeproniroH» Kuiscbkoro yHiBepcuteTy iMeHi bopuca piHYeHKa Ta MOXMMBOCTI ii BUKOPUCTAHHS
CTyZAeHTaMm y NPOLECi BUBYEHHS TEXHOMONIN B iHGhopMaLjinHin Ta KibepHeTuyHin Beanewi.

B pobori [24] aBTOpammn posrnspatoTbea dopmanbHi Mogeni 6esnekn B 3axuweHux BI. HaBeaeHo
KMIOYOBI MONOXKEHHS, SKi CMif BUKOPWUCTOBYBATM ANst nobynoBu 3axuieHux bl Ha OCHOBI MOXNMBOCTEN
(hopManbHUX MoZernen ynpaBniHHg JOCTynom (Moaeni 6e3nekn Ha OCHOBI AUCKPELIMHOT NONITUKW, MaHAATHOI
NoniTWKM Ta PONbOBOI MOMITUKM). ABTOPW BiA3HAYaloTh, WO BUKOpPUCTAHHS Byab-skoi mMogeni 6e3nekn He
3abesneyye 3axuCT, a Nuwe 3agae npuHumMn nobynosm 3axuiieHor B, Wo f03BoNNUTL peanisyBaTit 3aknageHi
B MoJesb BnactusocTi He3neku. Takox 3asHayeHo, Wo besneky B[l BM3Ha4alOTb SIK BNACTUBOCTI BUBPaHOI
Mogeni, Ti afekBaTHICTb 3arpo3am, TakK i Te, HacKinbKW KOPEKTHO peanisoBaHa MoZerb.

Y pobori [25] aBTOpK posrnsgatoT 3arposn Besneui bl Ta 3axoawn, HeobxigHi Ans ix 3anobiraHHs |
nponoHytoTb Moaenb 6e3nekn ansa CYB[. [laHa mogenb Bkntoyae Taki 3axogu Ge3nekn sk ayTeHTudikais
KopucTyBaya, LUMPyBaHHA KOHMIAEHUiNHOT iHcopMauii, KOHTponb JoCTyny, noniTukn Ge3nekn Ta
BiANOBIAHOCTI, ayAUT | MOHITOPWHT.

Y poborti [26] nponoHyeTbes ans nobygosw cuctemm 3axucty bl BukopuctoBysatn mogenb KnemeHtca-
XotbpmaHa 3 NOBHUM NEPEKPUTTSAM, SKa CMIMPAETLCS Ha Teopitd rpadiB, HEYITKUX MHOXMH, AMOBIPHOCTEN |
TPaAuLiNHO BBaXa€eTbCA OCHOBOK POPMasbHOMO ONUCY CUCTEM 3axMCTy. ABTOpamu 34iMCHEHO dhopmanidaLliio
3aBaaHHs 3abe3neyeHHs 6eanekn bJ] Ta BU3HaYeHO OCHOBHI 06'€KTM 3axucTy pensuinHux b, onMcaHo OCHOBHI
3HauyLi aHTpornoreHHi 3arpo3n Gesneui B[, BU3HaYeHO Ha OCHOBI aHanidy iCHyHUYMX TaKCOHOMINA nepenik
OCHOBHMX 3aranbHuUX Crabkux Miclb Ta BW3HAYEHO MOKa3HMK 3axuwieHocTi bl (BennumHa obepHeHa [0
CYMapHOro 3anuLKOBOTO PU3UKY, CKMafoBi KOMMOHEHTWM SKOTO BM3HAYaKOTbCA Y BUMMAAI BI4NOBIQHMX
NIHrBICTUYHMX 3MiHHKX). ABTOPW NPOMNOHYKOTb METOA OLHIOBAHHS OCHOBHUX KOMMOHEHTIB 6ap’epiB 6e3neku Ta
3axuwieHocTi bJl, Wo cnupaeTbcs Ha TEOPIKD HEYITKUX MHOXMH Ta puaunky. Po3pobneHo Moaenb 3axucTy, Y skii
SIBHO BpPaxOBaHO MOHATTS BPA3fMBOCTI SK OKpeMol OB’'€KTMBHO iCHYHOYOI KaTeropil, Wo 403Bofse BinbLy
afleKBaTHO OLHIOBATM WMOBIPHICTb peanisayii 3arpo3v y ABOMAKTOPHIN Modeni, y Kl OAMH i3 (hakTopiB
Binobpaxae MOTMBALLiiHY CKMaZoBY BWHWKHEHHSI 3arpo3n, a ApYruii BpaxoBYE iCHYHOYi BPa3nMBOCTI. Taka
MOZerb 403BOMISE OTPUMATL OLHKY 3axuieHocTi bl 3aranom i € noganbwmum po3suTkom mMogeni KnemeHtca-
XotbdpmaHa.

TakuM YMHOM NiATBEPAXYETHCS HEOOXIOHICTb BMBYEHHS METOAIB Ta 3acobiB 3axucty B[l y kypci
«TexHonorii 3axucTy iHpopMaLlii» Ta akTyanbHICTb 3anpONOHOBAHOMO NiAX0AY A0 NMPOEKTYBAHHSA 3aXWLLEHUX
nporpaMHmx JoJaTKiB, WO (YHKLIOHYIOTb 3 BUKOPUCTaHHAM B[l

V BucHosku

B pesynbTati npoBeaeHnx SOCMimKeHb CHOPMYNbLOBAHO 3aranbHi BUMOrM 4o 3axucty B[, npu Lsomy
3axuct B[l Mae 3giiicHioBaTCA NOETanHo, NOYMHAKYM 3 HanalwTyBaHb 6e3nekn piBHA onepaLiHoi CUCTEMM |
3aKiHuyK4M 3axodamu Gesneku piBHa NporpamHoro goaatky. Ans nigsuwieHHs pisHa 6e3nekn bl matotb GyTu
3aCTOCOBaHi KOMMIEKCHI 3axoau, Bkmtoyaroum iHTerpadito CYB[ 3i cneuiansHummn nporpaMHAMK NpogyKTamu
ANs 3aXucTy iHpopmali.

BignosigHo 4O OKpecneHux y CTaTTi BUMOT Ha OCHOBI aHani3y cy4acHWx MeToAis Ta 3acobiB 3axucty b[]
Ta BAMOT [0 HaB4YanbHOro cepegosuuia 6yno po3pobneHo nabopatopHy poboTy 3a Temow «3axuct 6a3
AaHux». [Ins BUKOHaHHS poboTu 3anponoHoBaHo BukopucToByBaTy beskowwTtosHi CYB[ MS SQL Server ta MS
Visual Studio. BusHauyeHO 3MiCT KOPOTKMX TEOPETUYHUX BIZOMOCTEN Ta POOOYOro 3aBAaHHS. 3anponoHOBaHO
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po3rnsgatv cuctemy 3axucty bll sk 6araTopiBHEBY CTPYKTYpY, Ta Ha OCHOBI AAHOTO MiAXOAY AOTPUMYBATUCS
MNEBHOI NOCMIZOBHOCTI eTanis npu po3pobLi NporpamMHUX AOAATKIB, WO (OYHKLIOHYIOTb 3 BUKOpUCTaHHAM B[l
PesynbTaToM BUKOHaHHS nabopaTopHoi poboTn Mae ByTu godaTok, y SKOMY peani3oBaHO Taki MexaHiamu
3axucty B[, Sk yHEMOXNMBNEHHS Sql-iH €KL, 3aXCT Bif 30BHILLHIX MiAKTOYEHD, O YHEMOXIMBIIOE Byab-sike
Bip4aneHe nigknoYeHHs 3nounHus Ao b Ta koHTponb 4OCTYNY | aBTOMATUYHE 306EPEKEHHS PE3EPBHUX KOMIN.
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Abstract. The topicality of the current research is proved by the fact that the quality of education in the aspect of the
development of professional skills of today's university graduates is an extremely complex concept, connected with
many aspects of social life, and, moreover, it has no generally accepted evaluation system. However, the main
parameter of quality is the correspondence of the paradigm and strategies of teaching with the entrepreneurial type of
university - University 3.0. The article shows that the widespread rapid development of this type of university in the
world has marked a transition to a proactive model of generating technologies, talents, markets and market services,
within which universities are turning into city-forming centers of economic clusters. Accordingly, both the approach to
the formation of professional competence of graduates and the concept of this competence itself are changing.
According to the 3.0 model, the training of innovative specialists is directly related to the development of entrepreneurial
skills, metacognitive skills, self-education skills, and the ability to produce one's own knowledge and scientific products.
The purpose of this article is to analyze the main aspects of teaching English learners majoring in master's degrees at
higher educational institutions writing opinion essay, which increase the educational motivation of students, as well as
contribute to their professional development and personal growth. The tasks of the current research include firstly
theoretical part aimed at revealing main modern techniques of writing opinion essay and secondly the current research
is aimed at providing real essay possible topics for specialties 292 “International Economic Relations and Business”
and 293 “International Law” supported with practical opinion essay examples. The outcomes of the paper have
revealed the application of value competence approach in the frame of teaching opinion essay writing, that have
witnessed the importance of critical thinking development and creation of multifaceted ideas. The results of the
theoretical and practical sections of the on-going research have demonstrated the next modern outcomes: eight basic
principles of writing a successful essay by university undergraduate; selection of opinion essay’s topics in legal,
economic and business areas; two example of correct opinion essay for both specialties. The importance of the current
research can be proved with the provision of essential opinion essay writing tips to be considered by modern university
lecturers in order to develop opinion essay writing skills in modern Master Degree Students.

Key words: Master's Degree Students, opinion essay, Business English, higher education, digital tools, essay topics,
value competence approach.
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BiANOBIgHICTb NapagurMu Ta cTparerii HaB4aHHA nignpuemunyskomy Tuny 3BO — Yrisepeutety 3.0. Y cTatTi nokasaHo,
LU0 NOBCIOAHMIA BYPXNNBIIA PO3BUTOK TAKOTO TUMY YHIBEPCUTETIB Y CBITi 03HAMEHYBaB Nepexia A0 NPOaKTMBHOI Mogen
reHepaujii TEXHOMOrN, TanaHTiB, PWHKIB i PUHKOBWX MOCMYr, Y pamKax SIKOI YHIBEPCUTETU MEepeTBOPHIOTHCA Ha
MICTOYTBOPIOIOYI LIEHTPW EKOHOMIYHMX KnacTepiB. BignosigHO 3MiHIOETECS AK Migxig 40 opMyBaHHs NpodecinHol
KOMMETEHTHOCTI BUMYCKHMKIB, Tak i CaMe MOHATTA L€l koMmneTeHTHoCTi. BignosigHo go mopeni 3.0 nigrotoBka
cnelianicTiB-HoBaTopiB Ge3nocepeaHb0 NOB'S3aHa 3 PO3BUTKOM MiANPUEMHULBKUX KOMMETEHLLN, METAKOMHITUBHUX
HaBMYOK, HABUYOK CaMOOCBITH, 34aTHOCTI NPOAYKYBATM BacHi 3HaHHs Ta HaykoBui npoaykT. MeTo AaHoi cTatTi €
aHania OCHOBHMX aCMEKTIB HaBYaHHS CTYAEHTIB @HrMIACHKOI MOBW, SIKi HABYAIOTHCA 3a OCBITOKW MaricTpa BULLMX
HaBYarbHWX 3aKnagiB, HanMCaHHA ece, SKi MigBULLYIOTb HaBYanbHy MOTMBALO CTYOEHTIB, @ TaKOX CNpUsOTb iX
npodheciiHOMy PO3BUTKY Ta OCOBUCTICHOMY 3pOCTaHHI0. 3aBLaHHs MOTOYHOMO AOCHIMKEHHS OXONMIOKTb, NO-NepLUe,
TEOPETUYHY YaCTUHY, CNIPSIMOBAHY Ha PO3KPUTTS OCHOBHWX CyYacHUX TEXHIK HAMUCaHHS AYMOK, a NO-Apyre, NOTOYHe
LOCTIIKEeHHs CrpsiMoBaHe Ha 3abe3neyeHHs peanbHUX MOXIMBUX TeM ece Ans cnedianbHocten 292 «MixHapogHi
€KOHOMiYHI BifHOCUHM Ta BisHec» Ta 293 «MikHapoaHe npaBoy, siki AOMOBHIOITLCA NPaKTUYHUMW NPUKNajamm ece.
PesynbTat poboTH po3Kkpuu 3aCTOCYBaHHS LiiHHICHO-KOMMETEHTHICHOTO NIAXOAY B pamMKax HaBYaHHs HanMCaHHs ece,
IO 3acBigYMNIO BaXMMBICTb PO3BUTKY KPUTMYHOTO MMCMEHHSI Ta CTBOPeHHs baratoacnekTHux igen. Pesynbtaty
TEOPETUYHOI Ta HAYKOBOI YaCTUH AOCAIMKEHHS NPOLEMOHCTPYBaNN HACTYNHi CyyacHi pesynbTaTty: BiCiM OCHOBHWX
MPUHLMMIB HAMWCAHHS YCNILLHOMO ece CTYAEHTOM YHIBEPCUTETY; CMUCOK TEMATUKN €Ce HOPWUAMYHIN, EKOHOMIYHIN Ta
BisHec-cchepax; ABa NpuKNagn NpaBuIbHOrO ece Ans 06ox cnewjanbHOCTeN. BaxnmBiCTb NOTOYHOTO AOCTIMKEHHS
Moxe OyTu nigTBepmkeHa HagaHHAM BaXNMBMX NOpaj LWOAO HanucaHHs ece, SiKi MOBWHHI BpaxoByBaTHCS
BMKIaga4yaMn CyqacHUX YHIBEpPCUTETIB 3 METOK PO3BUTKY HABWYOK HAMMCaHHS €Ce CyYacHUMW CTyLeHTamu
marictpatypu.

KnioyoBi cnoBa: marictpaHty, ece, [linoBa aHrniickka MOBa, BWLa@ OCBiTa, LMPPOBI IHCTPYMEHTH, TEMM ece,
LLiHHICHW KOMNETEHTHICHWIA NipXig.

| Introduction

At the turn of the 20th and 21st centuries, a new set of circumstances that has emerged over the last two
decades has fundamentally changed the way professionals and the general public view the learning and
acquisition of foreign languages.

Modern society no longer needs only a handful of language experts and translators, but a diverse range
of professionals with a broad profile of international and intercultural communication. This goes far beyond
language skills [1; 7].

Since the study of intercultural communication is at the intersection of the interests of the traditional human
sciences - sociology, psychology, anthropology, education, and linguistics - the study of intercultural
communication is within the framework of each of these disciplines. However, given that language serves as the
primary means of mutual understanding, there is reason to argue that the linguistic approach is central [9].

A linguistic perspective on intercultural communication underscores the cognitive and linguistic
dimensions of inquiry. Language is conceived as a symbolic framework that inherently accommodates
ambiguity, its meaning shaped by sociocultural and situational nuances. When individuals navigate diverse
cultural and linguistic landscapes, they may encounter "culture shock" stemming from an inadequate grasp of
the values and communication norms prevalent in unfamiliar cultures and languages. To avert
misunderstandings, a thorough understanding of specific cultural dynamics is imperative.

In the interplay of cultures, pivotal significance lies in the transformation of situations, attributes, realms
of activity, and values from one culture to another, leading to the emergence of novel cultural expressions. This
dynamic process, influenced by external stimuli, spiritual orientations, and lifestyle markers, unfolds over an
extended period, constituting the essence of mutual cultural interaction.

In the contemporary landscape, competition permeates every facet of existence. Globalization, on one
hand, serves as a catalyst for fostering inter-university collaborations, academic mobility, collaborative
educational initiatives, and scientific endeavors. Conversely, it has heightened competition, not merely among
individual universities, but also among national educational systems at large. Each endeavor to assert and
proclaim distinct advantages over counterparts in realms encompassing educational processes, scientific
inquiry, and innovation.

This competitive milieu inevitably prompts discussions surrounding competitiveness, which encompasses
both national educational systems and individual universities vying for esteemed positions within the global
educational panorama. Universities find themselves compelled to vie for spheres of influence, reputation,
resources, and the ability to shape regulations governing the educational services marketplace, among other
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factors (Fig. 1). The Global competence is to understand the World through disciplinary and interdisciplinary
study.

Research the

Take Action World

Communicate Recognize
Ideas Perspectives

Fig. 1. Main Competencies Required in Global Education

This raises a fundamental question:What constitutes a competitive university? By a definition we can
concur with, it is "a higher educational institution capable of securing and sustaining stable positions within
specific segments of the global educational services market and intellectual domain, owing to the effective
utilization of intellectual capital, a robust innovation framework, and ample financial resources ensuring a high
caliber and standard of teaching and research" [13].

The quintessential embodiments of a competitive university are exemplified by what are commonly
referred to as "World Class Universities" (WCU). Strictly speaking, any university featured in prominent
international rankings qualifies as a world-class university. According to the progenitor of the "world-class
universities" concept, J. Salmi, these institutions are distinguished by three primary characteristics:

1. A concentration of talent comprising exceptional educators, researchers, and students.

2. Abundant resources and state-of-the-art infrastructure.

3. An effective system of university governance [14].

"Concentration of talent" denotes a university's prowess in attracting gifted students, faculty, and
researchers, whereas "abundance of resources" signifies substantial allocations from government, private
investors, tuition revenue, and research grants. Lastly, "effective management" encompasses adept
administration of university affairs, yielding superior outcomes, advocating for institutional autonomy, academic
freedom, and legislative support, alongside a robust leadership team, strategic foresight, and a culture of
effective governance.

Competition within the global education and scientific arenas has spurred the proliferation and rapid
advancement of tools for benchmarking universities based on key performance indicators deemed paramount
for evaluating their success [1; 2; 7]. While these indicators may vary across rankings, contingent upon the
methodologies employed by their creators, experts concur that international university rankings effectively shape
models and establish benchmarks for contemporary universities, which many institutions worldwide endeavor to
emulate [2; 8].

The purpose of the article is to scrutinize the primary aspects of teaching English to Master's degree
candidates at tertiary institutions, specifically focusing on enhancing students' educational motivation through
opinion essay writing. Additionally, the ongoing research aims to present a theoretical exposition elucidating
contemporary techniques for crafting opinion essays, as well as to furnish prospective essay topics tailored to
disciplines such as 292 "International Economic Relations and Business" and 293 "International Law,"
supplemented by practical examples of opinion essays.
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Il Materials and Methods

The research methodology comprised a thorough examination and analysis of literature pertaining to the
research problem, along with the synthesis of pedagogical insights conceming the integration in pedagogy.
Additionally, it involved scrutinizing the training practices of specialists, analyzing regulatory and educational
documents related to higher professional education, and undertaking a process of generalization and
systematization.

The specific nature of the research subject necessitated a comprehensive interdisciplinary approach,
prompting the utilization of diverse methods. For instance, the typological method facilitated the organization
and synthesis of historical and cultural material, laying the groundwork for a conceptual interpretation of
intercultural communication aligned with the study's objectives. Furthermore, the research employed structural-
functional analysis to assess the equivalence of literary translation and employed a comparative method to
juxtapose the original literary text with its translation.

Axiological, information-semiotic, and communication approaches played pivotal roles in this study,
providing essential frameworks for analyzing language and literary translation within the context of intercultural
communication. (Fig. 2) [4; 6; 13].

Methods of
Paragraph Writing
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Fig. 2. Methods Applied in Writing the Opinion Essay

The current phase of global development is marked by the rapid onset of the fourth industrial revolution,
ushering in dynamic, extensive, and multifaceted transformations in higher education. As one of the relatively
stable, society-shaping institutions, global higher education is compelled to promptly and effectively adapt to
emerging challenges, embracing new paradigms as they arise. Fundamental shifts are underway within the
realm of higher education, encompassing its role within the economy and society, as well as its principles,
methodologies, organization, and management. Preeminent universities worldwide are actively seeking novel
models, redefining their missions, and transcending traditional functions and structures by incorporating
innovative technologies. Given that these changes impact the fundamental functions of modern universities
across diverse nations, it is evident that a global metamorphosis of university models, higher education
paradigms, and the essence of graduate profiles is underway [12; 15].

In the realm of academic essay writing, Master's degree students must meticulously consider a myriad of
qualities and attributes. Elements such as focus, development, unity, coherence, and correctness are pivotal in
distinguishing exceptional essays from those that fall short.

To assist writers in organizing, structuring, and substantiating their essays effectively to align with their
objectives and enhance persuasiveness, the following principles of essay writing are paramount. Presented
below are 12 essay-writing tips to aid in the development and composition of your next academic paper (Fig. 3).

24



ISSN 2307-9770. Engineering and Educational Technologies, 2024, 12 (1), 21-33.
CC-BY © KrNU, EETECS, Vasylyshyna, N., Honcharenko-Zakrevska, N., 2024

S
. Select a Strong Topic

)
. Conduct a Thorough Research
)

. Establish a Clear Thesis Statement
\

. Generate an Outline

[
. Use Effective Transitions

7
. Address Counterarguments
Vi

. Maintain a Formal Tone
4

Fig. 3. Strategies of Writing a Successful Essay

Opinion Essay Writing Principle #1. Clarify Your Topic Before Commencing Writing.

While novice writers may impulsively begin typing, seasoned and educated writers understand that
essay writing involves several preparatory steps.

In essence, Master's degree students must have a clear understanding of their intended message before
they set pen to paper. The most effective approach to refining a thesis and constructing a coherent argument is
to craft a preliminary outline before embarking on the writing process.

The outline for Master's degree students should comprise rough notes delineating the introduction,
including the thesis statement; the body paragraphs, each presenting distinct supporting points with ample
evidence and examples; and the conclusion, which synthesizes the argument and reinforces its connection to
the thesis [4].

Opinion Essay Writing Principle #2. Master the Fundamentals of Grammar, Punctuation, and Style.

Before delving into advanced essay-writing techniques, it is imperative to establish a solid foundation in
grammar, punctuation, and style. Without a firm grasp of these fundamentals, effectively conveying your ideas
and garnering credibility will prove challenging.

Grammar basics encompass understanding subject-verb agreement, employing correct article and
pronoun usage, and constructing well-formed sentence structures. Familiarize yourself with the appropriate
applications of common punctuation marks, paying particular attention to comma usage and discerning when to
employ periods.

Voice plays a pivotal role in academic essay writing. Utilize language that is concise and devoid of
unnecessary wordiness. Minimize the use of transition words that do not contribute meaningfully to the sentence.

Moreover, prioritize the active voice over the passive whenever feasible (e.g., "this study found" instead
of "it was found by this study"). This choice enhances the clarity and directness of your essay's tone [2; 9].

Opinion Essay Writing Principle #3. Choose Your Vocabulary Wisely and Understand the Meaning Behind
the Words.

Selecting the appropriate vocabulary is crucial, particularly in academic essay writing. Remember, your
language choice plays a pivotal role in persuading others of your expertise and ability to articulate arguments
intelligently on your chosen topic.

Employing complex words solely to convey intelligence often has the opposite effect—it's evident when
someone is attempting to compensate in their writing.

If you're uncertain about the precise meaning of a word, it's prudent to verify its definition. Doing so not
only safeguards against misusing the word but also prevents potential embarrassment.

Moreover, using obscure language can obscure rather than elucidate your argument. Before consulting a
thesaurus to substitute a perfectly suitable word with something obscure, consider the impact on the clarity of
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your argument [3; 10].

Opinion Essay Writing Principle #4: Grasp the Argument and Scrutinize the Evidence.

When crafting a compelling essay, your central argument should remain at the forefront of your mind.
Although it may be tempting to veer off course with intriguing tangents, doing so compromises the conciseness
of your writing.

It's imperative to continually assess the evidence you include in your essay. Ask yourself, "Does this
directly support my thesis?" If not, consider excluding it.

In evaluating evidence, adopt a critical and thorough approach. Aim to utilize the strongest research to
substantiate your thesis. Mere presentation of evidence is insufficient; a proficient writer must elucidate why the
evidence is pertinent and supportive [4; 8]. Every element should seamlessly connect to your topic and
argument.

Opinion Essay Writing Principle #5: Master the Art of Crafting a Conclusion that Reinforces Your
Research.

The conclusion is a crucial yet often overlooked aspect of essay writing. It serves to consolidate all your
research and validate your thesis. A strong conclusion should not merely reiterate the introduction or regurgitate
the thesis.

Instead, it succinctly summarizes the key evidence discussed in the body of the essay and directly links
it to the thesis, demonstrating how the evidence either corroborates or refutes the main argument of your
research.

Many exceptional essays have faltered due to vague, poorly articulated conclusions. Ensure that your
next essay avoids this pitfall [5; 11].

Opinion Essay Writing Principle #6: Prioritize Editing and Proofreading.

Any proficient writer will attest that writing is essentially rewriting. Crafting a commendable academic
essay entails multiple drafts as the piece gradually evolves. Upon reaching the final draft, meticulous editing and
proofreading are imperative to ensure its near-perfection.

This necessitates subjecting your essay to thorough and comprehensive editing and proofreading
processes. In essence, you must scrutinize your paper repeatedly to eradicate all grammar and punctuation
errors, as well as typos.

Seeking input from a third party can be beneficial. Consider enlisting the assistance of a peer or
professional editing service. Professional editors possess the expertise to identify underdeveloped arguments,
superfluous language, and offer constructive feedback [7; 11].

Opinion Essay Writing Principle #7: Construct Robust and Relevant Arguments in the Main Body.

Each sentence within the main body of your essay should elucidate and bolster your thesis. A sound
guideline for determining the amount of evidence to incorporate in an academic essay is to include a minimum
of three main supporting arguments.

These primary supporting arguments necessitate substantiation through relevant facts, statistics,
examples, analogies, and observations. Master's degree students will need to conduct thorough research to
accomplish this. To streamline your research efforts, consider developing a list of pertinent research questions
[4; 9]

Opinion Essay Writing Principle #8: Incorporate a Well-Organized Reference Page.

As an integral aspect of MLA, APA, and Chicago Style formatting, the reference or Works Cited page is
indispensable in academic essay writing.

Irrespective of the formatting style utilized, the reference page must be meticulously organized and easily
navigable, allowing your audience to ascertain the precise sources of your external information.

To compile a properly formatted reference page, you may need to acquaint yourself with specialized
terminology and abbreviations, such as "et al." [5; 12].

lll Results

The readiness for self-educational activity is not solely a personal attribute, but also a reflection of the
educational system's development under pedagogical influence. It mirrors the extent to which certain personality
traits are cultivated, facilitating further professional advancement.
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In modern higher education, the adoption of a value-based and competency-based approach underscores
the imperative of nurturing professionals capable of swiftly adapting to the evolving demands of employers and
the organizational ethos. We posit that a key strategy for implementing this approach lies in bridging disparate
academic subjects, transcending their isolated content, and fostering the holistic application of skills acquired by
students in their chosen profession. The array of disciplines offered within any given specialty encapsulates a
comprehensive spectrum of real-world phenomena [5].

The value-competence paradigm embedded within the educational framework of higher education
engenders professionals who are not only proficient in their field but also possess a well-rounded set of personal
attributes. It serves as both a benchmark for quality and a guiding principle for shaping the educational journey
within a university [11; 14; 16].

Furthermore, an essential aspect of embedding the value-competence approach in university education
involves aligning the educational process with the collective efforts aimed at enhancing graduates' professional
achievements. Ultimately, the measure of success should be the demand and competitiveness of young
professionals in the job market. Monitoring educational outcomes entails evaluating graduates' competencies
against various market-driven benchmarks [3].

Opinion Essay Topics for Master's Degree Students specializing in International Law:

. An Analysis of International Conventions and Their Legal Implications.
2. Equitable Distribution of Assets in Divorce Proceedings.

3. The Impact of Digital Technologies on Copyright Laws.

4. The Core Principles Governing the Jury Selection Process.

5

6

7

—_

. Examining Gun Control Issues in the United States.

. The Significance of International Law Conventions in Crime Prevention.
. Directors’ Duties of Diligence as Outlined in the Corporations Act 2001.
. Legal Remedies for Negligence and Misinterpretation.

9. Addressing Legal Challenges in Human Resource Management.
10. Evolution of Laws Against Sexual Orientation Discrimination.

11. Evaluating Gender Equality in Law Enforcement Practices.

12. Assessing Accountability for Police Conduct in the United States.
13. Combatting Human Trafficking and lts Atrocities.

14. Media's Role in Shaping Perceptions of Women.

15. The Efficacy of Probation as a Form of Punishment.

16. Legal Provisions Governing Redundancy under the Employment Relations Act.
17. Fundamental Elements of Contract Law.

18. Grievance Procedures in Employment Codes of Practice.

19. Dismissal Claims and Termination Laws in Employment.

20. Analyzing Instances of Police Brutality in Law Enforcement.

21. The Causes and Consequences of lllegal Migration to the US.
22. Advantages of Alternative Dispute Resolution Mechanisms.

23. Debating the Legalization of Prostitution.

24. Exploring Employee Rights in the Workplace.

25. Critiquing Unlawful Discrimination in Employment.

26. Feminist Perspectives on the US Criminal Justice System.

27. Exploring Corporate Personhood Dynamics.

28. Assessing the Limitations of Experimental Criminology.

29. The Impact of Power Distribution in the European Community.
30. Ethical Considerations Surrounding Same-Sex Marriage.

31. Recent Incidents of Police Brutality: A Critical Analysis.

32. Media Influence on High-Profile Criminal Cases.

33. Debating the Legalization of Prostitution: Ethical Considerations.
34. Immigration Policy in the United States: A Just Approach.

35. The Death Penalty: Moral and Legal Dilemmas.

36. Gender-Based Restrictions within the Criminal Justice System.

oo
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37.
38.
39.
40.

41

42.
43.
44,
45.
46.
47.
48.
49.
50.
51.

Juvenile Justice: Examining Rehabilitation Models.

Drug Legalization and Its Implications for Crime Prevention.

The Defund the Police Movement: Implications and Repercussions.
Strengthening Worker Protection Laws: Policy Considerations.

. Sample Law Essay Questions for Practice and Assessment.

Analyzing the Justification for Capital Punishment.

Classical Contract Theory: Parties' Liability for Price Payment.

Child Contact Disputes: Court Adjudication versus Mandatory Mediation.
Precedent in Legal Decision-Making: A Case Law Examination.
Assessing the Democratic Character of the British Government.
Governmental Powers and Fundamental Rights: Legal Boundaries.
Witness Testimony Admissibility under the Federal Rules of Evidence.
Improving Society through Legal System Enhancements.

Formulating International Law: Stakeholders and Decision-Making.
Constitutional Validity of the Federal Drug Abuse Prevention Act on Marijuana Usage [11; 13; 15; 16].

Opinion Essay Topics for Master's Degree Students specializing in International Economic Relations and
International Business:

1.

CONO O h~wWwidD

11

12.
13.
14.
15.
16.
17.
18.
19.
20.

21

22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

Is Merging a Better Strategy for Businesses Than Acquisition?

. The Essence of Effective Leadership: Innate or Acquirable?

. Exploiting the Labor Market: Enhancing Business Profits?

. Test Market Credibility: Overcoming Biased Responses.

. Workforce Turnover Rates: A Measure of Company Loyalty?

. The Viability of Lower Salary Scales with Cooperative Management.

. Motivating Workers: Comparing Higher Salaries with Other Incentives.

. Leadership Distinction: The Role of Innovation.

. Harnessing Online Marketing and Social Media for Audience Engagement.

. Developing Leadership Skills: Through Self-Awareness and Learning.

. Workplace Dating Policies: Employer Mandates or Personal Freedoms?
Evaluating Employee Performance: Techniques and Practices.

Empowering Employees: Strategies for Fostering Autonomy.

Biases in Promotion: Identifying and Mitigating Discriminatory Practices.
Impromptu Business Downsizing: Pros and Cons.

Addressing Workplace Sexual Harassment: Policies and Prevention.

Public Unions: Should Employees Have the Right to Join?

Equal Opportunities: Ensuring Fair Treatment in the Workplace.

Workplace Culture: Its Impact on Employee Performance and Satisfaction.
Dress Code Policies: Balancing Professionalism and Individual Expression.
. Ethical Considerations in Business: Ten Thought-Provoking Topics.
Environmental Responsibility: Can Businesses Prevent Pollution?

Hidden Charges: Ethical and Legal Implications for Service Providers.
Gender Inequality and Workplace Productivity: Exploring the Connection.
Nepotism in Business: Effects and Ethical Concerns.

Product Quality and Profit Motive: Examining the Trade-off.

Tobacco Industry Ethics: Balancing Health and Profit.

Accessibility of Reporting Methods: Promoting Transparency in Organizations.
The Value of Word-of-Mouth Agreements in Business Transactions.

Marital Status and Pay: Assessing Fairness in Compensation Practices.
Legal Considerations in Business Essays: Ten Topics for In-Depth Analysis.
Advocating for Paternity Leave: Implications for Gender Equality.

Legal Challenges for Start-Up Businesses: Identifying Common Issues.
Bankruptcy Prevention Strategies: Proactive Measures for Financial Stability.
Combatting Piracy: Protecting Intellectual Property Rights.
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36. Duress in Contract Law: Assessing Validity and Limitations.

37. Litigation Avoidance: Strategies for Legal Risk Management.

38. Reputation Management: Ethical Dilemmas and Disclosure Obligations.

39. Affirmative Action in Business: Implications for Diversity and Inclusion.

40. Handling Workplace Accidents: Legal Obligations and Ethical Practices.

41. Smoking Policies in the Workplace: Legal and Ethical Considerations.

42. Persuasive Business Essay Topics: Ten Engaging Ideas.

43. Leveraging Social Networking for Business Advancement.

44. |dentifying Root Causes of Business Bankruptcy: Management vs. Leadership.

45. Green Business Practices: Environmental Responsibility in Commerce.

46. The Value of College Degrees in Business Success.

47. Future Trends: Profitability of Virtual Businesses.

48. Cultivating Positive Organizational Culture: Keys to Employee Motivation.

49. The Link Between Positive Work Environments and Productivity.

90. Using Recruitment as a Productivity Enhancement Tool.

51. Enhancing Business Productivity through Effective Communication Practices [3; 9].

An Exemplary Opinion Essay for Master's Degree Students in Specialty 292 “International Economic
Relations and International Business”:

Should College Education Be Free?

Education stands as a cornerstone of individual development, yet its accessibility remains a divisive issue.
The ongoing discourse surrounding whether college education should be tuition-free has garnered significant
attention. In my view, advocating for universally free college education holds considerable merit.

Primarily, embracing free college education would democratize access to higher learning, irrespective of
financial means. Education, deemed a fundamental right, must transcend economic barriers. Notably, students
hailing from disadvantaged backgrounds often find themselves thwarted by financial constraints, hindering their
potential. By removing financial barriers, we can empower countless talented individuals to pursue their
academic aspirations.

Moreover, offering tuition-free college education promises to cultivate a more adept and knowledgeable
workforce, thereby bolstering economic prospects. A populace equipped with advanced skills and knowledge
invariably enriches industries and enterprises. Enhanced productivity, innovation, and competitiveness are all
byproducts of a skilled workforce nurtured through accessible education.

Nevertheless, proponents of free college education must grapple with plausible challenges. The fiscal
burden of funding such a venture looms large, necessitating careful consideration of financing mechanisms.
Additionally, concerns persist regarding the potential erosion of student motivation if education is perceived as
freely available.

In summation, despite the obstacles, the advantages of making college education tuition-free are
profound. Ensuring universal access to higher education and fostering a skilled workforce far outweigh the
drawbacks. Thus, advocating for free college education stands as a pivotal step towards societal progress and
equity [3].

Opinion Essay Example for Master's Degree Students in Specialty 293 “International Law”:

Should Capital Punishment Be Abolished?

Capital punishment, commonly known as the death penalty, has ignited impassioned debates for
decades. While some advocate its efficacy in deterring crime, others decry it as inhumane and advocate for its
abolition. From my vantage point, | firmly advocate for the abolition of capital punishment.

First and foremost, the inherent risk of executing an innocent individual constitutes a grave miscarriage
of justice. Fallibility pervades every system, including the justice system, rendering the possibility of wrongful
executions distressingly real. Such a scenario would represent an irreparable injustice, underscoring the
imperative for abolition.

Moreover, evidence suggests that capital punishment fails as a deterrent to crime. Empirical studies
consistently refute the notion that the death penalty exerts a greater deterrent effect than alternative forms of
punishment. Notably, nations with the highest rates of capital punishment do not exhibit commensurately lower
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crime rates. This underscores the fallacy of capital punishment as a deterrent and prompts critical reflection on
its efficacy.

Furthermore, the disproportionate application of capital punishment against marginalized and vulnerable
communities raises troubling questions about systemic bias and discrimination within the justice system.
Minorities and economically disadvantaged groups bear the brunt of capital punishment, exacerbating societal
inequities and undermining the principle of equal justice under the law.

Lastly, the death penalty stands as a flagrant violation of human rights, constituting a cruel and degrading
punishment that contravenes the principles of a civilized society. The sanctity of life remains inviolable, and no
individual possesses the authority to sanction its termination.

In summation, the abolition of capital punishment is imperative on multiple fronts. Its ineffectiveness as a
deterrent, coupled with the risk of executing innocents, underscores its untenability. Moreover, its disparate
impact on marginalized communities and its contravention of fundamental human rights principles further
underscore the imperative for abolition. Rather than perpetuating an antiquated and flawed system, society
should champion more effective and humane approaches to justice and rehabilitation [4].

The opinion essay examples elucidate the structured process inherent in essay composition (Fig. 4).

. Choose a topic for your essay

ollect data

. Write a strong thesis statement

Fig. 4. Opinion Essay Stages of Writing

IV Discussion

Due to the global economic downturn, educators have been forced to modify and adjust their instructional
methods. They were required to learn new tactics and adapt them to their instruction. Similarly, when a person
prepares to become a teacher, they must adjust to the new practices and realities.

However, it involves developing fresh methods to capture the students’ interest, which is not always
simple, particularly conceming topics that students already deem boring. Consequently, there are tips for
empowering Master Degree Students’ opinion essay writing skills.

Tip #1: Technology Use. We live in an age of technological advancement that permeates every aspect of
human endeavor. Education is not an exception. You can use various intelligent tools with youngsters. Modern
students are obsessed with smart applications and devices. It is an ideal opportunity to increase their enthusiasm
for essay writing.

Grammar checks and digital organizers are among the most entertaining and helpful applications for high
school, college, and university students. When they utilize grammar checkers, they can identify frequent errors
that include punctuation, spelling, grammar, selection of words, and stylistics. In addition, there are online essay-
writing services that can help students with their essays. In fact, the essay writing service CustomWritings is one
of the best sites that allow learners to spend less money on a high-quality custom paper. The website
consistently receives high marks in reviews. It has received over 4.7 out of 5 stars on both Trustpilot and
Sitejabber, indicating that most customers are satisfied with its services. Most clients who evaluated it were
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pleased with the guarantees offered, customer service, and work quality. The platform provides assignment
assistance, written research papers, affordable essay writing, and various other high-quality, non-plagiarized,
and custom-formatted academic service [3].

Tip #2: Examples Use. Without examples, it is difficult to teach. Just provide samples of exceptional
essays to help your pupils grasp what constitutes a good piece of writing. It may be an essay written by a former
pupil. After seeing an example, the learner will have a concept of what an excellent piece should look like.

Use examples to instruct students on each aspect their essays must have. They will completely
understand what constitutes a decent introduction, an instructive body, and a fitting conclusion. In addition, your
pupils will be able to examine how sentences are constructed and what grammatical structures are employed

[5].

Tip #3: Having an Essay Writing Purpose Insistence. Without a purpose, it is hard to compose informative,
well-written essays. An essay cannot simply be a piece of writing regarding common knowledge and concepts
that everyone fully grasps. Therefore, remind your pupils that they should not rush to write their essays after
selecting a subject. Make them choose the essay’s objective. When a student fully comprehends the purpose
of their essay, it will be much simpler for them to create an outline and begin writing.

Tip #4: Clear Topic Sentences Usage. One of the most important tips to teach writing skills is employing
topic sentences. The first sentence of a paragraph establishes its tone. The gist of your content should be
communicated in the opening sentence of each paragraph. Ideally, explain your paragraph first, and then expand
upon it by providing examples and explanations that support your essential ideas and demonstrate your
expertise (Figure 5) [7; 11].

2. Clarify your opinion
by explaining why you
hold it.

1. Pick a topic that you
feel strongly about.

3. Don't be afraid to
delve into some of the 4. Hook the reader with
more confusing a strong introductory
aspects of your statement.
opinion.

Figure 5. Guide for Writing an Opinion Essay

V Conclusion

In response to the challenges of the modern era, universities are adapting to the evolving information
landscape and redefining their roles within it. The advent of digital transformation and informatization has
ushered in new educational methodologies, including personalized learning programs and the establishment of
networked universities. This shift away from traditional classroom settings mirrors the principles of distributed
teams, with study groups spanning geographical locations.
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The ubiquity of instant access to information necessitates a reevaluation of the educator's role. No longer
mere conveyors of knowledge, teachers now function as mentors and coaches, imparting not only subject matter
expertise but also guiding students through the learning process.

Essay writing, far from being a mere academic exercise, is a fundamental skill with real-world
implications. It serves as a powerful tool for expressing ideas and persuading others — a skill essential in various
professional contexts.

The significance of essay writing proficiency extends beyond academic success. Proficiency in this skill
equips students with critical thinking, research, and analytical abilities-attributes indispensable for academic
achievement. Moreover, adept essay writing often correlates with higher grades and academic
accomplishments.

Utilizing tools like Al Personal Statement aids applicants in showcasing their writing prowess, academic
achievements, and career aspirations, thereby enhancing their prospects of acceptance in competitive academic
environments.

Furthermore, writing can be a therapeutic endeavor, fostering self-reflection and promoting mental well-
being. Through the exploration of personal experiences and emotions, individuals gain clarity and develop a
deeper understanding of themselves and the world around them.

Additionally, essay writing cultivates empathy and broadens perspectives by encouraging individuals to
explore diverse viewpoints and topics. This process enhances communication skills, as individuals learn to tailor
their language and tone to suit their audience — an invaluable asset in professional settings.

Effective written communication is highly valued in the workplace, as it underpins clear and professional
discourse. Employers seek candidates capable of articulating ideas persuasively and analyzing data critically
skills honed through proficient essay writing.

Moreover, strong writing skills unlock diverse career pathways in fields such as copywriting, journalism,
and content creation. The ability to think critically and evaluate information integral to essay writing facilitates
problem-solving and decision-making in various real-world scenarios.

In conclusion, proficiency in opinion essay writing is indispensable for aspiring Master's degree students.
It equips them with the tools to navigate complex information landscapes, make informed decisions, and remain
competitive in an ever-evolving global landscape.
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Abstract. The article presents the results of research on the introduction of artificial intelligence (Al) into the educational
system, pedagogical process and curricula. The emergence of Al and its rapid development has caused significant
structural changes and deep transformations in many areas, including in people's daily activities, in recent years. The
newly created technology also influenced the educational sector, revealing new ways to improve the pedagogical
process and improve its constituent components. The integration of technologies developed on the basis of Al can
optimize the management of the learning process, improve the quality of monitoring and evaluation of final results, and
creates conditions for the practical implementation of innovative learning methods. However, this leads to the false
impression that the use of Al technologies is the fastest and easiest way to solve any problem, not considering the fact
that Al can lead to negative changes, and the solved problem will not improve the situation if the problem is systemic.
At the same time, the ethical aspect of Al technologies gives rise to a number of questions that touch on the admissibility
of the exploitation of such technologies, control measures of systems with Al components, the possible influence of
ethical norms on the decision-making process of the program, the question of the legal personality of Al. Along with
the inherent advantages and significant potential, there are also significant risks that, if used incorrectly, can lead to
negative results and undesirable consequences, which in the long run can affect the entire educational industry.
Accordingly, it is relevant to develop solutions aimed at the implementation of practices and measures regulating the
behavior of the Al system, strategic planning of the implementation of programs and training methods with artificial
intelligence to obtain specified results, ensuring the visibility of the decision-making process by Al systems. Based on
the obtained results, the practical value and viability of operating intelligent systems and programs based on Al have
been proven. Possible ethical conflicts and contradictions during the interaction of Al with objects and subjects of the
pedagogical process are established and analyzed, options for preventing such disagreements and ways to eliminate
undesirable consequences are proposed.

Key words: teaching, intellectual system, justice, innovative methods.

MoxnuBi nepcnekTuBM Ta HOBI BUKNMKKU BUKOpUcTaHHA LI B OCBIiTHIX Linax
Typaes . I, 3ayena 10. B., 3ayena H. B.

KpemeHuyLbkuit HavjoHansHWA yHiBepcuTeT iMeHi Muxaiina Octporpagcbkoro, Kpemeruyk, Ykpaina

AHoTauif. Y cTaTTi HaBedeHi pe3ynbTaTv NPOBEAEHNX AOCMIMKEHb OO BNPOBamKeHHs WTyyHoro iHTenekTy (LI) y
OCBITHIO CMCTEMY, NeAaroriYHnin npoLec Ta HaeyanbHi nporpamu. Mosea LI Ta oro CTPiMKMIA PO3BUTOK BUKNUKANO Y
OCTaHHi POKW CYTTEBI CTPYKTYPHI 3MiHW i rboKi NepeTBOpEeHHs y BaraTbox cepax, y TOMY YWCTi Yy MOBCAKAEHHIN
JiSnbHOCTI Ntogei. BnnuHyna HOBOCTBOPEHa TEXHOMONS TaKOX Ha OCBITHIO rany3b, PO3KPUBAKOYM HOBI LLNAXW A0
YOOCKOHAmNeHHs neaaroriyHoro npouecy i MOKPaLeHHs MOro CKNajoBMX KOMMOHEHTIB. IHTerpauis TexHonoriv
po3pobnieHnx Ha ocHoBi LI moxe onTuMisyBaTK ynpaBmiHHS NPOLECOM HaBYaHHS, MiABULLMTI SKICTb MOHITOPUHTY i
OLiHKM KiHLIEBMX pesynbTariB, CTBOPIOE YMOBU [ANS NPaKTUYHOrO BTINEHHS IHHOBALiHWUX METOZIB HaBYaHHs. [1poTe, Le
NPU3BOAUTL 40 MOMWUIIKOBOrO BPaXeHHS, Lo 3acTocyBaHHs LUI-TexHonorin € Halbinbl WemakuM Ta npocTilmm
cnocobom po3B’ssky Byab-skoi npobnemu, He BpaxoBytodi Toi akT wo LI Moxe npu3BecTM [0 HETaTUBHUX 3MiH, a
BUpILLEHA 3a[1a4a He NOKpaLWTh cUTyaLlii AKLLo npobnema € cuctemHor. OpHoYacHo eTnyHuiA acnekT LUI-TexHonorin
MopoaXye pAA NUTaHb, AKi TOPKAKOTLCA AONYCTUMOCTI ekcnnyaTawii noAibHNX TeXHOMOrN, 3aX04iB KOHTPOI CUCTEM
i3 LLI-koMMNOHEHTaMW, MOXNWUBAM BMAMBOM €TUYHWX HOPM Ha MPOLEC NPUAHATTSA PILIEHHS MPOrpaMol0, MUTaHHAM
npaBocyb’ekTHocTi LLII. Pasom 3 HeBig'eMHUMM NepeBaramMu Ta 3HAYHUM NOTEHLiANOM MaKTb MICLIE i 3HAYHI PU3MKK,
SIKi PYU HEKOPEKTHOMY 3aCTOCYBaHHiI MOXYTb MPM3BECTW [0 HeraTMBHUX pesynbTaTiB i HebaxaHux Hacnigkis Wo y
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nepcnekT1Bi MOXe BNMWHYTW Ha YCIo HaBYanbHY ranysb. BignosigHo akTyansHUM € BUPOBNEHHS pilleHb CIpSMOBaHUX
Ha BTINEHHS NPaKTUK | 3aX0diB PEryniolumx nosediHky cuctemu i3 LI, ctpateriyHe nnaHyBaHHs BTINEHHs nporpam i
HaBYaNbHUX METOAMK i3 LUTYYHUM iHTENEKTOM AN OTPUMAHHS BU3HAYEHUX pesynbTartie, 3abesneyeHHst BUOMMOCTI
npouecy npuitHATTS piwenHs LWI-cuctemamn. 3a oTpumaHnMn pesynbTaTamu [OBELEHO MPaKTWYHY LiHHICTB Ta
KWTTE3AATHICTb ekcnnyaTalii iHTeneKkTyanbHUX cucTeM i nporpam Ha ocHosi LI BcTaHoBneHi Ta npoaHanisoBaHi
MOXIWBI €TUYHI KOHNIKTK | NpoTUpivYs nig yac B3aemogii LUI i3 06’ektamn Ta cyb’ekTamu neaaroriyHOro npoLecy,
3anpornoHoBaHi BapiaHT 3anobiraHHs nogibHMx po3bixHOCTEN Ta cnocobu yCyHeHHs HebaxaHux Hacniakis.
KnioyoBi cnoBa: HaB4aHHS, iHTENeKTyanbHa cMcTemMa, CnpaBeanuBICTb, iIHHOBAL|iNHI METOAM.

| Bcmyn

Y nitepatypHux mxepenax chopMynb0BaHO AeKinbka PisHUX BUSHAYEHD TEPMIHY «LUTYYHUNA IHTENEKTY.
Hanbinbl noBHy i BuyepnHy xapaktepuctuky LI sk seuwy Hagas .M. Mopxar, 3rigHO 3 SIKOK LUTYYHWNA
IHTENEKT PO3rMAAAETLCA AK CKMAgHWNA €NEeKTPOTEXHIMHMA KOMMNEKC 3A4aTHUA aBTOHOMHO, ©e3 BTpyqaHHs
KOpUCTyBa4Ya B3aEMOZIATM 3 HABKOMMLHIM CepedoBULLEM Yepe3 anapaTHe i mporpamHe 3abesneyeHHs,
crpuimaT oTpUMaHy iHdopmaLlilo Yepes BidyanbHi NpUcTpoi, 0bpobiioBaty i, i B NoAanbLLIOMy HaB4aTUCS,
3AiMCHIOBATK Aii Ta NPOBOAUTY AiarHOCTUKY | TECTYBAHHS BIACHOI CUCTEMM BiALLITOBXYKUYMCH Bif HAKOMUYEHNX
3HaHb i Yepe3 0bMiH aaHummn 3 peanbHicTio [1, 2]. CTpimkuin po3suTok LLI-cuctem 0bymMOBREHMIN CydacHUM
PiBHEM LMPPOBMX TEXHOMOTI Ta PO3POBKOI0 BiMbLL NOTYXHOTO | PO3BUHEHOTO KOMM'KOTEPHOrO 0bnaaHaHHs [1].
AHoHc komnanieto OpenAl y kiHui 2022 poky psigy CBOIX LMPOBUX AOAATKIB, Y OCHOBI KOTPUX 3aKnageHi
npuHumnu pobotu LI, BBEnM cBIT y HOBY enoxy [3]. [laHe AOCNIMKEHHS CTOCYETLCS aKTyarnbHOCTI pO3p0oBeHHs
€TUYHOrO KOLEKCY CTOCOBHO B3aeMOgii i3 06’ektamu Ta cy6’ektamu LLI-TexHoNOri, BIZKPUTOCTI Ta «MPO30pOCTi»
IHTENeKTyanbHUX cuctem, Mexi «BinbHocTi» i LI, BignosiganbHocTi 3a Hacnigku g LWI-cuctem,
TpaHcopmaLlis OCBITHLOTO MPOLECY Ta MEPETBOPEHHS HABYamnbHOI CUCTEMU i3 ypaxyBaHHAM noTped sk
KOpWCTYBaYiB TakK i puHKY npavi [4].

Y BaraTbOX HauioHaNbHUX i MKHAPOAHUX 3BiTaxX BiAMIYEHO BaXNMBICTb AOCTILKEHb, KOTPI CTOCYIOTHCA
€TUYHOTO BUKOPUCTAHHS WTYYHOTO iHTenekTy. Tak Ha KoHdepeHuii OOH npucBsYeHil NMTaHHAM OCBITH, HAYKK
i KynbTypy y 2021 poui, 6yB OrofoweHun OOKYMeHT «PekoMeHAauis LOA0 €TUYHWX acrekTiB LUTYYHOro
IHTENEKTy» NPUCBSYEHMIA BNNMBY | MacLuTabHMM Hacnigkamu 3actocyBaHHs LUl y ocHoBHMX cchepax AisnbHOCTI
tOHECKO [5]. 3asHayeHWn [OKYMEHT MOKMMKAHUA AOMOMOITY 3allikaBieHUM CTOpOHaM Yy po3pobui Ta
peanisauii noniTukK cninbHoI BignosigansHocTi wogo LI Ha perioHanbHoMy, rnobansHOMY Ta HauioHanbHOMY
piBHsAX [6, 7]. OcHOBHWIA akUEHT y PekomeHaaLii pobuTbCs Ha pO3yMiHHI Ta OLLiHLi MOXIMBOCTEN, KOTPI HAAAKTh
LUI-cucTemm ans HaBYambHOMO npouecy, AeTanbHOMY aHanisi OCBITHIX nporpaM e akTUBHWUM KOMMOHEHTOM
BUCTYNAe LITYYHUIA iHTENEKT, po3bip npupoan npobrnem MOpOMKEHWX BULLE3A3HAYEHUMU TEXHOMOTISMM,
KpuTepisax Biabopy HaWoNTUManbHIWMX METOAIB iHTerpauii iHHOBaUinHMX piweHb 3 LUl-enemeHTamn ans
LOCSATHEHHS MPOTPECy B OCBITHIN Cchepi 3aranoM i NOKpaLLEHHs SKOCTi BUKNa4aHHS y okpeMux acnektax [8].
Cnig 3srapgatn i nocibHuk ony6nikoeaHuin KOHECKO y 2022 poui ans BignoBiganbHWX 3a BNpOBaLKEHHS
OCBITHBOI MONITUKK, | NpefcTaBneHnn Ha [lekiHCbKoMy KOHceHcyci [6]. Jocutb Garato HaykoBux pobiT
NPUCBAYEHO NUTAHHAM 30epexeHHs KOHIAEHUiIMHOT iHchopMaLii, npo3opocTi, 3po3yminin poborti LI Ta roro
B3aeMogii 3 kopucTtyBadamm (puc. 1).

Poms.
IO JWHI
9 crarreit
(50%)

TMoscHIOBaHICTb KoHdbineHLiHiCTb

9 cratTein kopuctyBaya
9 craTTeit

(50%) (50%)

CnpaBeanmBiCcTb
8 cratTeit

(44%)

3anobiranHs
WKOAN
6 cratTen

(33%)

Puc. 1. Po3nogin ony6nikoBaHux pobiT no pisHum acnektam LI
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[eski kpaitu, Taki sk Benuka bputania, KaHaga ta Cnonyyedi LUtat Amepuku, TakoX akTUBHO
3any4arTbes 0 po3pobneHHs ctaHaapTie | 6a3oBux Npasun Ans kepyBaHHs npouecamu iterpadii WI [9, 10].
Y CLUA aKTMBHO iHBECTYIOTb Y PO3pOOKY aBTOMATW30BAHOTO MOMIYHMKA CMPSMOBAHOMO Ha 3MEHLLEHHS!
HaBaHTaXEHHs BUKNafavis, HafaHHA KOHCYNMbTATMBHOI JOMOMOMM YYHAM Yy BUKOHaHHI 3aBdaHb [11]. KHP
peaniaoBye 3HauHi 3a 06CAroM NPOEKTH, CNPSMOBAHUX Ha KOOPAMHALt0 NMPOBIAHWX KOMMNaHiN IT- cekTopy, LLKin
Ta CTapTaniB 4N AOCATHEHHS BU3HAYEHWX Linen, y ToMy Ynchi eqpekTMBHOI po3pobku Ta BnpoBamkeHHs LLI-
TexHonorin [12).

TakuM YMHOM €eTuKa LUTYYHOrO iHTenekTy i3 cnocoby perynioBaHHS i ynpasniHHs AisnbHicTio Wi 3a
NEeBHUMM anropuTMamm CbOroAHI NOCTYMOBO TPAHCHOPMYETLCS Y OKPEMY iHAYCTPIk0, OCHOBHOK AISMNbHICTHO AKOI
€ BUPILLEHHS NPOBNEM i YCYHEHHS pU3WKIB BUKNMKaHWX Npu ekcnnyatayii WI-cuctem (puc. 2).

Lo M1 Mmaemo Ha yBasi nig etukoto LUI7?

fleHa, MocMAoEHA Ta IpOIYMINA ¥ cEOH

; TpozopicTe
pobori

Jaozeonss TpeTin ocoban orfrmeEaTH
EXITEO maRd Ta HATAEATH EMEEHEHICTE ¥
TONY, L0 EFCCITEEN TAFET MOMHL
TOEIpATH

SmATHICTE 0 ACHETH poboTY MOEOH,
IPOIYNUNOE FODPHETYEAHAN

®

SmaTricTs BatETH AX PAIFTETATH MOMYTE
IMIHIOESTHCA 13 SNMIHOK EXUTHIC JaBEc:

WeyserE A60 TMEH SN EIOHEY
VTIRPEMREROCT] Ha TIREH] ERQIH CIpakeELCTE
EHYODHOTAHEA

Puc. 2. OcHoBHi Bumoru a0 eTuku LI

P eEpiziiHicTE

3ycunns HOBOCTBOPEHOI AMCLUMNAIHA CMPSIMOBaHI Ha AOTPUMaHHI OCHOBHMX Ta HEBIQ €MHMX MpaB
TNIOANHY, HeJoTOpKaHOCTI cBOBOAM OCOBUCTOCTI, NoBarM [0 BEPXOBEHCTBY 3aKOHY, 3anobiraHHi MOXNMBOI
LUKOAM, NPO30POCTi Ta 3po3yminocTi npuHumnie pobotn LI [13, 14]. MpoTe nomiTHOW npobnemoro Habopis
€TUYHUX MPUHLMNIB 3aNWLLIAETLCS BIACYTHICTL 00'€QHYIOYOI OCHOBW, 30ATHOI Y3ro4uTH NPOronoLyBaHi HUMK
LiHHOCTI i no3wnyii [7, 15]. LLle ogHieto nepeLkogot € By3bka 06macTb Aii €TUMHIUX MPUHLMMIB, TOMY L0 BOHM B
nepLLy Yepry CTBOPIOBANMCh ANs TEXHOMOMYHMX KOMMNAHiK i BiANOBIAHO HE CYMICHI NpW PO3LUMPEHHI obnacTi
3actocyBaHHs LI-TexHonorin [6, 16]. BoHM He MatTb HaneXHOI HOPUAMYHOI CWNK, | BIOMOBIOHO He
PO3rNAAAKTLCS LUMAXM BUPILIEHHS MOXIMBUX Npobnem i npotupid [17]. 3roqom CyTTEBO MiABULLYIOTHCA PU3NKN
NoB’si3aHi i3 BNPOBaMKEHHAM Ta noganbluimm sukopuctanHam LI [18,19]. [lo HanbinbL 3Ha4ummux npobnem
noB’s3aHux i3 3actocyeaHHaMm LUl y ocBiTHLOMY CepefoBuLLE BUAINAIOTL HACTYMHI — KOHMIAEHLINHICTL JaHuX Ta
iX HapiNHWA 3aXu1CT, HeynepemxeHiCTb Ta o06'ekTuBHICTL piweHb LUI, nig3siTHicTb LWI-cuctem Ta npo3opictb
npouecy NPUHATTS HUMK piLleHb [20].

Meta poboTu: po3rnsHYTW SK iHTErpauis eTUYHMX MpuHUMNIB Ha etani npoektyBaHHs LUI-cuctemu
BNNMBae Ha ii noganbluy poboTy; AOCNIAUTY SKi €TUYHI KOHCMIKTU BUHWUKAKOTL NPW BNPOBAKEHHI LITYYHOrO
IHTENEKTY Y OCBITHIO IHAYCTPIIO Ta BUSHAYMTM MOXNUBI BApiaHTX IX PO3B’A3KY.

Il Mamepian i Memodu docnidxeHHs

LLI-TexHoMOril SK IHCTPYMEHT AN MOAEpHi3aLii OCBITHBOTO MPOLECY MatoTb 3HAYHWIA MOTEHUian ans
YOOCKOHAmNEHHs psiy acnekTiB: agMiHICTpaTUBHOI aBTOMaTW3aLii, CNPOLLEHOro YNpaBniHHS LUKIMBLHOT OCBITOH,
3abe3neyeHHs KOXXHOMY YYHIO JOCTYNy A0 SKICHOI Ta AOCTYNHOI OCBITH, CNPSIMYBAHHS! | 320X04EHHS Y4HIB [0
Binbw rnMbOKOro BUBYEHHS TEMM Ta ii NOJAMbLIOTO OCMWUCHEHHS, YAOCKOHAMNEHHS CTPYKTYPU HaBYasibHWX
nporpaM, mogudikalii negaroriyHAX MeTofiB, 3aMiHa Aeskux (DYHKUiA BUKNagadviB 3 MeTow OnTUMisaLlii

37



ISSN 2307-9770. Engineering and Educational Technologies, 2024, 12 (1), 35-51.
CC-BY © KrNU, EETECS, Turaev, |., Zachepa, |., Zachepa, N., 2024

HaBYarbHOro npouecy [21].

Cnig BkasaTth, WO i3 NOMITHUMKU nepeBaramu LUI-TexHonorii HECYTb | MOMITHI PU3MKK, MOB'A3aHi i3
€TUYHMMM 30608’ A3aHHAMM NPUBATHUX | EPXKABHUX YCTAHOB, iHTEPNPETAL|EI0 LUTYYHUM IHTENEKTOM AaHMX Mg
yac aHanisy MiHI1BOI NPUPOLN eMOLIN CTYAEHTIB, 3NOBXWBAHHAM KOHMILEHLUIMHUMKU AaHUMK, HAB'A3MNUBICTIO
Ta gerymaHisauieto TexHonorii LWI. CyTTeBot NepeLLKoaor0 BUCTYNAKTb CTPYKTYPHI 0BmexeHHst (Tabn. 1.), wo
CMOBISbHIOKTb AOCIIMKEHHS Y AaHIN rany3i i 3HAKYTb TEMNW PO3BUTKY LUTYYHOTO IHTENEKTY.

Tabn. 1. Mpobnemu Ta 06MEXEHHS BUKOPUCTAHHS TEXHOIOTN LUTYYHOrO iHTENEKTY

Ha3Ba obnacti oomexeHb | O6MexeHHs Ta npobnemu

Anroputmu Ta maTematuuHi | 1. HeBenukui o6csr HaykoBux gocnimkeHb y ccepi LU

MeToau 2. HepocrarHe (iHaHcyBaHHs

3. [lediynT WraTHUX LOCNILHVKIB ANS NPOBEAEHHS BiANOBIAHUX LOCTILKEHD
y CEpepi LTYYHOrO iHTENEKTY

4. CKknapgHicTb 3abe3neyeHHst «npo3opocTiy» Ta niassitHocTi LU

[MepcoHan 1. HeBenuka KinbKiCTb nporpam MigroToBKy crewianicti y cdepi cuctem
LUTYYHOTO IHTENEKTY

2. BigcyTHicTb HaBYanbHuX Kypcis W1 y GinblIOCTi HABYaNbHMX 3aKnagis

3. Bucokuin piBeHb UMPOBMX HABUYOK Cepes MepcoHany Ta iX HW3bka
3aLUikaBneHICTb Y BUKOpUCTaHHI TexHosorin LU

lMporpamHe 3abe3neyeHHs | 1. HU3bkuiA piBeHb iHTErpaLii TEXHONOriN LTYYHOrO iHTENEKTY, OOMEXEHMI
IHTEpeC i MONWUT TEXHOIOTIYHUX KOMNAHIN | epxasm

AnapaTHe 3abe3neyeHHs 1. HepocTaTHe 3abe3neyeHHs LeHTPiB 06pobku AaHMX ANs KONEKTUBHOTO Ui
iHAMBIAYaNbHOTO BUKOPUCTAHHS i BUKOHAHHS 3aBAaHb LUTYYHOTO iHTENEKTY
CucTemHi aaHi 1. BigCyTHICTb CMifbHUX Migxo4iB A0 hopmarTis, PO3MITKM Ta [OCTYny A0

[aHuX — 4N rapMOHisaLil AaHuX 3 pisHUX DKepen
2. BigeyTHicTb MeTogonorii 360py AaHUX Ta MapKyBaHHs

[paBoBE perysoBaHHS 1. BigCyTHICTb NOBHOLIHHOI CUCTEMU HOPMATUBHO-TEXHIYHOTO PETYIOBAHHS
y CEpepi LTYYHOrO iHTENEKTY

2. CkrnagHicTb  aaMiHICTPaTUBHO-NPABOBOI Ta  HOPMATUBHO-TEXHIYHOI
npoLeaypn TECTYBaHHS Ta BMPOBAKEHHS PO3POBOK Yy Cdhepi LWTYy4HOro
IHTEenekTy

3. HepoctatHbo po3pobrneHe  TEXHIKO-EKOHOMiYHEe  OBrpYyHTYBaHHS
BNPOBaKEHHS TEXHOMOTIN LUTYYHOrO IHTENEKTY

AK npuknag MOXHa 3rafati PiLEHHS BCTAHOBWTK Y HU3L LUKINIbHUX 3aknagiB kamepw i3 LTYYHUM
IHTENEKTOM, KOTpi Bynn OCHaLLeHi TexHororielo po3nisHaBaHHS 065ny. T00BHOK METOK 6yB MOHITOPWHI
NOBEAIHKM YYHIB, Yepe3 aHani3 3ibpaHoi kamepamu iHgopmaLlii Ha KOMM'KOTEPI | NPUAHATTI CUCTEMOHO HA OCHOBI
06po6neHnx AaHux pillEHHS NPO COBILLEHHS BUKMaZava i3 PEKOMEHAALIE0 BXUTW 3aXO0AiB Y pasi BUCHOBKY,
LLIO Y4€eHb BiJBOSIIKCA | HE 30CEPEMKEHNN.

[MpoTe Le HOBOBBELEHHS MO-NepLLe, NopyLLyBarno €TUYHI MeXi, No-apyre, NOripLLyBano NCUXONOrYHNIA
CTaH i BUKIMKarno AMCKoMopT i3 MOYyTTAM NOCTINHOMO Harnaay [22]. [Ans 4OTpUMaHHS eTUYHWUX HOPM HanBinbLu
ONTUMArbHO 3acTocoByBaTU TexHomorii i3 LUI-koMNOHeHTaMW Ans JoonpauioBaHHs Ta  MoAepHisaui
HaBYarlbHWUX Nporpam i OCBITHIX MeTOAMK ANS couianbHO BPa3nMBUX i HE3AXWLLEHWUX KaTeropi HaceneHHs
(bixeHuiB, NtoAen NOXMIOro BiKy, i301bOBAHMX CRINBHOT i T.4.), HaA4aBaTH iM PIBHUX NPaB Ha OTPUMAHHS SKICHOT
Ta iHKM03MBHOI OCBITU. Cepen HUX MOXHA BWAINWTW Nporpamu Ans aBTomMaTUyHOi 06pobku Ta nepeknagy
MOBMEHHS Ans ryxux i cnabovytounx nogen, undposi 6ibniotekn, cuHtes ronocy yepes LWI-texHonorii ons
nogen i3 npobnemamy MOBIEHHS, | HANALLTYBaHHS NeAAroriyHOro NPOLECY AN KOXKHOTO y4Hs ocobucTo [23].

Ha cbOorogHilWwHin feHb Y PO3BMHEHUX KpaiHax aKTUBHO CTBOPIOKTLCA Ta MPOCYBAKOTHCA Pi3HOMAHITHI
Baratoobiustovi nporpamu i tnatgopmu 3 HABoPOM IHCTPYMEHTIB Ha ocHOBI LLII:

—y KHP po HaB4anbHMX nporpam cepefHboi Wkonu 6yno BBe4EHO HOBY AMCLMNNIHY «ANroputMn Ta
obuncntoBanbHe MACIEHHSY, ANS PO3LUMPEHHS (PYHKLiOHANbHUX MOXnnMBocTei LI y kuTancobkux yHiBepeuTeTax
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po3pobneHunii «IHHOBaLinHWIA NnaH g wopo LIy Buwmx HaB4anbHMX 3aknagaxy;

—y CLUA B wkoni okpyry MoHTyp, wraty lNeHcinbBaHii, 4iTv 4OCNImXYI0Tb Ta HABYaTLCS NporpamyBsaTy
3a JOMOMOrOH0 LUTYYHOTO IHTENeKTY [24];

—y Benukin bputanii i KeHii ypsg 3anyctus gepxasHy nporpamy «[ignitky B WTYYHOMY iHTENEKTIY, i3
METOK HaAMXHYTW i HaBYMTK Ba30BMM OCHOBAM HACTYMHE MOKOMIHHA fogen, KoTpi ByayTb 3anHATi y cepi
NiANPUEMHULTBA | AOCNIAHULBKOI AiANBHOCTI.

HesBaxatoum Ha AyKe 3HaYHUM NOTEeHLian 4ns akTUBHOIO BUKopuUcTaHHs LLI-TexHomorin y ocBiTHIN ranysi,
3anuwaeTbea 6arato nepeukod i npobnem y peanisauii Lboro 3aBgaHHs. KpiM HMX iCHYHOTb iHLI NOMITHI
PO3BKHOCTI, SIKi NOBWHHI ByTW NogoNnaHi CycninbCTBOM ANS HIBENOBAHHS HEraTUBHIX HACMIAKIB BNPOBALKEHHS
WTYYHOrO IHTENEeKTY. Y NpiopuTETi 3anuilaeTbC BU3HAYEHHS Ta OLjHKA MOXIIMBOTO BMSIMBY LUTYYHOrO
IHTENEKTY, SIK HEraTMBHOrO TaK i MO3UTUBHOrO, Ha Y4HIB, BUKMa4ayiB Ta CyCninbCTBO B oMY, i3 po3pobKoto
BIANOBIAHWX 3aX0AiB AN YCYHEHHS BUHUKAIOYMX NPOBNEM i CuTyaLlint.

OfHMM i3 TOCTPUX ETUYHWX MUTaHb TOPKAETbCH OEe3NeYHOro BUKOPUCTAHHA [aHMX, 3axucTy
KOHpiZEHLINHOT Ta NpuBaTHOI iHopMaLil, NpaB Ha BOSNOAIHHS | pO3NOPSIKEHHS iHGhopMaLlieto, yNpaBmiHHA SK
AaHUMW TaK i iHTepecamu 4O HWX (Hanpwknag, iHCTUTYLioHaniamM npoTu iHAuBIgyaniaMy). 3avinaeTbcs Tema
HeynepemKEHOCTI  LUTYYHOrO iHTENeKkTy. 3rigHO i3 NOYaTKOBMM 3aMMCNIOM, LUTYYHWA iHTEMEKT MOBWHEH
npautoBaTi 63 NOMUNOK i 3gicHIOBaTK Be3npucTpacHy OLiHKY JaHux. Ane, Bpaxosyroum, Wwo LI BunTbCS Ha
OTPUMaHIN iHpopMaLii, ocTaHHs Moxe OyTM NOMITHO CMOTBOpPEHA 4Yepe3 IOACHKE YnepemkeHHs Ta
CYD'EKTUBHICTb, | KIHLEBUM Pe3ynbTaToM CTae Te, WO CUCTEMA Y NPUIHATTI Byab-SKUX PilEeHb YU BEPAMKTIB
Byne noknagaTtucs Ha BUXIgHI daHi Sk npaBamei | 6esnomunkosi (puc. 3.). Lle y cBoto vepry 3pobuth pesynbTari
Heob’ eKTUBHUMM.

Turi nipotnem ETHuH1 BHEIHKHA
— HenepekoHNWBi 4oKazM ——_ HeeunpaeaaHi Ait
[ HesbarHedH gokazu e HENpo30picTs
" [OMWNKOEi AOKa3M — > YTIEPEIKEHICTE
. Hecnpaseanumei -, JcKpUMIHALA

pESYNETATH

AETOHOMHICTE

| TpanchopmayiiHi IHthopmaLlidia
BT ; KOHiAEHLIAHICTE

KoHthigeHLIRHICTE rEymM
MopaneHa
BiANOBIAaNEHICTE

Poznoaineqa
ElONOBIAaNEHICTE

— [poCTEXYEAHICTE WU aBTOMATHIAUI

Eesneka Ta cTiAKICTE

ETWHHMEA ayouT

Puc. 3. MowwpeHi eTnyHi npobnemu B LI

Ha paHuin mMomeHT Garato [OCHigHUUbKMX mpaub i HayKoBMX CTaTel npucBsyeHo Baaemogii LI-
TEXHOIOriN i3 0CBiTHIM npovuecom. OfHaK AOCUTb Mano 3 HUX NPUAINSOTL yBary npobriemam i3 y3romkeHHsM
Teopii BukopuctaHHs LI y HaB4anbHOMY npoLueci 3 NpakTUYHUM BMPOBaKEHHSAM, BiAMNOBIAHOCTI iHTErPOBaHWX
LL/I-koMnoHeHTIB NoTpebam LLKINbHUX 3aKnagis, iX 30aTHOCTi BNOPATMCS i3 NOCTABNEHUMM LinsMu. 3rigHO Teopii,
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LWTYYHWA iHTENEKT K IHTErpoBaHWA enemeHT Oyde MaTu CUMbHWA BMAMB Ha OpraHi3auilo i KepyBaHHS
HaBYanbHWUM npouecoM. NpoTe Ha npaKTuui BiACYTHI SOCTOBIPHI | AOCTYNHI OKA3W €(DEKTUBHOCTI TUX UM IHLLIMX
MeTodiB Ha ocHosi LUI, € cknagHoOLWi i3 OLHKOK i PO3yMiHHS SiKi caMi KOMMOHeHTW LI MOoXyTb nokpaluTy
pesynbTaT npouecy HaByYaHHSA. TakuM YMHOM, HAMOMTUMASBHILIOK CTpaTerield € NPOBeAEHHS A04ATKOBUX
[OCNipKeHb i3 nofanbLUMM aHasnisoM OTPUMaHUX pesynbTaTiB, AN KpaLloro po3yMiHHS SKi PILLEHHS AatoThb
HalMKpaLLui pe3ynbTar, i CMparYmnch Ha HIX, hOpMyBaTV NONITUKY BUPILLEHHS OCBITHIX Npobnem [13].

Xoua BigbyBaeTbCA aKTMBHA KOMepLianisauis iHTENeKTyanbHUX CUCTEM ANS BUKOHAHHS NeaarorivyHmx
3aBfaHb, CyMHIBHO, L0 Yy HaNBnMxKyin NepCnexkTVBi BOHM 3MOXYTb MOBHICTIO 3aMiHUTK BYMTeniB. Bepyun go
yBaru Len akt, 6arato po3pobHUKIB Ta TEXHOMOMYHUX KOMMaHiN, 3adisHuX y cdepi LWTYYHOro iHTEneKTy,
CNpSIMOBYIOTb HaNpaBfeHHs CBOIX po3pobok Ha nepexig fo LUI-cuctem pyTUHHUX GOYHKLIN Ta PiHOMAHITHUX
HaBaHTaXeHb, AN NOMereHHs poboTi BYMTENIB, LWOO BOHM 3MOIMM 30CEPEANTU CBOI PECYPCH i yBary Ha i
acCnekTV HaBYanbHOro NpoLecy, Lo NOB’A3aHi i3 CoLianbHOK akTUBHICTHO, eMaTUYHO AIANbHICTIO.

[Mpu LbOMY cnig BpaxoByBaTH, LLO IHCTPYMEHTH i 3acobu LI sk yci TexHIYHI npucTpoi 3 Yacom 6yayTh Bce
Binblue yAOCKOHABaTUCS | TakUM YMHOM BigOyAeTbCS NOBINbHAN, ane HeyXunbHUA nepexia psagy YHKLUINA |
060B’s3kiB BuMTenie o LU, Wwo nigBuLLmMTL iX KNKOYOBY POnb Y negaroriyHOMy NPOLEC. MOMITHUMM pusvkamu €
MOX/IMBE OBMEXeHHS CBOBOAM AiM YYHIB, 3HWXKEHHS PO3BUTKY psdy OCOBUCTICHMX SKOCTEW, Takux sk
BMHAXIAMBICTb, CAMOPETrYNALIS, CXUMBHICTb A0 MeTa Mi3HaHHS, PO3BUHYTE KPUTUYHE i CAMOCTIHE MUCTEHHS
BHaCnigokK TOro, Lo cucTeMa Nepeposnoainse ysary Ta pecypcu L0 TWX 3HaHb, KOTpi neriue aBToMaTu3yBaTty
(puc. 4.).

KOHSIIEHI[IAHICTh YIEPETKEHICTh
TA

NHCKPHMIHALISA

Ti ¥ Ta pacoEmx
CTYREHTIE ULTSNON EHKOPHCTANHA JmepemaeHs i coudansnol
AN 52 IOTOMOTOH CHETENT IHCRPMMiHANT 32 O TOMIOTOS
pnmi:munm obmrres Ta AFTOMATHF 0FANHX CHCTEDT
PEROMEHTAIITO0G CHETENT TnpaxyHKy Samis

Puc. 4. TMoTeHLiHI €TUYHI Ta coujianbHi PUSKKN BUKOPUCTAHHS LITYYHOIO IHTENEKTY B OCBITI

Y aKoCTi NpuKrnagy MOXHa BKa3aTu CUCTEMM OHMalH-Nepeknagy Ha OCHOBI LTYYHOTO iHTENEKTY. Y MOBI
OKpiM 3BUYaNHMX CNiB BUKOPUCTOBYOTLCA | CIOBA 3i CREHTIB, cneuundiyHi TepMiHu, abpesiaTypu Ta BUpasu, TOMY
nepeknag Aesikux cnis Oyge HaaTo Janekum Bif iX CNPaBXHbOrO 3HAYEHHS.

Buwwi HaB4anbHi 3aknagm 3aexau 36mpanu iHopmaLliio Ans ii NoAanbWoro aHaniay i OHOBMEHHS BXe
CcBOIX 6a3 AaHmMX, OAHAK CbOroAHI WBMAKWIA piCT 064MCTIIOBABHUX MOTYXKHOCTEN, LUMPOKE BUKOPUCTAHHS 3acobiB
Bi3yaniaauji i nonut Ha 06pobKy iHpopMaLlii 3HaYHO 3BiNbLUMAN KINbKICTb AaHKX 3 AKUMIU HEOBXIZHO NpaLtoBaTy.
BignosigHO BMHMKAKOTL MWUTAHHA LLOAO MNEriTMMHOCTI 300py Ta aHaniy AaHwx, BiOKPUTOCTI Ta KpaLloro
PO3YMiHHS Ljinei, Ans SKkux Lo iHgopmaLito 36MpatoTh | BUKOPUCTOBYHOTL NogarnbLomy [25].

IHchopmaList Npo AiSNbHICTb CTYAEHTIB MOXe 306epiraTucs i pO3nOBCIOAXKYBATUCS Ha Pi3HI CalnTH, KOXHMIA
3 SKMX Ma€ BRacHy CUCTeMy 3axXWUCTy KOHQIZEHUiIMHUX AaHMX, TOMY YHIBEPCUTETY OOCWUTb CKMagHO CKNacTu
LiNMICHY KapTWUHY XWTTERIANBHOCTI CTYAEHTIB, iX iHTEpPeciB, aKTUBHOCTI, ynogobaHb. Mpu LbOMY aHamiTUYHi
3acobM Ta IHCTPYMEHTU MOHITOPWHIY, KOTPi 3aCTOCOBYKTbCS BULMM HaBYarnbHAM 3aknagom (BHS3),
po3rnsgaTb Oyab-AKoro CTyAeHTa sk 3Heocobnewuin Habip gaHux, ©e3 BpaxyBaHHS 1Or0 0COBUCTOCTI,
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IHTepeciB, xapakTepy Ta iHAMBILyanbHOCTI. Y CBOK Yepry, CTyAeHTaM 34a€TbCH, WO IX XO4YTb BU3HAYMUTH,
nigBecTu nifg 3aranbHy NNaHKy, i BOHM, Big4yBaloumM Len AMCKOMGOPT, nparHyTb 36epertit CBOK YHiKanbHICTb
[26].

Y ubOMYy BWNaAKy, Hankpallow pekomeHaauielo byne po3pobka psay 3aranbHOMPUUHSTUX HOPM,
Basytouncb Ha koTpux BH3 OygyTb cTBOprOBaTH i BMpOBamMKyBaTW BMACHi anroputMu (pyHOAMEHTanbHUX
NPUHUMNIB 3aNEXHO Bif KOHTEKCTY i cuTyauii. TobTo 3acobu i iIHCTPYMEHTU aHaniTUKL NOBUHHI BUCTYNaTH Y
SKOCTI OpiEHTUPY AN MOMOAI, AaBaTW PO3YMiHHS TOro, SKi pilleHHs Ta BMOIp € AOLiNbHAMM Ta MOoparibHO
HeobxigHMMn. CTyAeHTM Yepes cucTeMy [i3HatoTbCs NPO CBOI Aii, AOCATHEHHS | pe3ynbTaTil, BUKOPUCTOBYHOTb
OTpUMaHy iHchopmaLlito Ans BRacHWX po3gyMmis, pednekcii Ta po3BuTKy noTeHLiany. IHaKLe Kaxy4u, cuctema
CNpUsiE PO3BUTKY MONOAMX JIIOAEN K 0COBUCTOCTEN, @ HE NPOCTO (IKCYE IXHI AOCATHEHHS Ta akageMiyHi ycnixu
[27].

TakoxX BaXnMBUM MOMEHTOM € 3abe3neyveHHs MPO30POCTi Ta BiAKPUTOCTI YHIBEPCUTETIB LOAO Linen,
BiANOBIAHO [0 AKMX 36MPaOTLCA | BUKOPUCTOBYHOTLCA AaHi, PO3’AICHEHHS XTO MaTMe AOCTYN A0 Liei iHhopmalii,
| BiANOBIAHMX 3ax0fiB 6e3neku Ans 3aXMcTy 0COBUCTOCTI NMogen.

PiweHHs BcTaHoBuTM Yy LLI-cucTeMi ronNoOBHUM MPIOPUTETOM LOTPUMAHHA MEX ETUYHMX HOpM Ta
NPVHUMNIB Ha MepLui nornsg € BipHUM, | poboTa cuctemu byde HanawToBaHa Tak, WO Y HeCTaH4apTHUX
CUTYyallisiX BOHa MpuiAMe «npaBuUribHe» pilleHHs. [NpoTe BTIAUTM Y XWUTTS MOAIOHY KOHUENUito 3aBaxaloTb
HaCTyMHi Tpu dhakTopwm:

—CKnagHIiCTb nepeknagy HabopiB eTUYHUX NPUHLMNIB Ta NPaBKN Yy MaTeMaTUYHy )OpMY | BBEAEHHS iX Y
BUMMAAI anropuTMiB y CUCTEMY;

—BIMIHHICTb €TUYHUX NPUHLMNIB Y PI3HWX KyNbTypax Ta IX MIHNMBICTb 3aNeXHO Bif NOELHAHHS NEBHUX
(hakTopiB;

—BINIMB E€TUYHUX CTAHZAPTIB, IO NOTEHLINHO MOXYTb 06MexyBaTh po3suTok LU [28].

MoXnuBuM  BapiaHTOM BUpilLEHHS nepwoi npobnemn Oyge 3acTocyBaHHA NpunagiB,  KoTpi
crevjianiaytoTbCs Ha MaTeMaTUYHNX anapaTax Lo BUKOPUCTOBYOTb METOAM 3aCHOBaHI Ha aHanisi pieHsb [16].
[1epCnekTMBHOIO MOXIMBICTIO € CTBOPEHHS | KOHQirypauis anroputMiB  BHYTPILIHBOI  apXiTEKTYpK
IHTENEeKTyanbHOI CUCTEMM TakUM YMHOM, LLOO E€TMYHI HOPMW BUCTYNamnm B SKOCTi OCHOBW Ha siki 6asyeTbCs
pobota LUI-cuctemn i y pasi ix nopyLueHHsi BOHa ogpasy BumMmkanach [1]. Mpruyomy Take pileHHst noBUHHE ByTy
BCTAHOBJIEHE | HA 3aKOHOAABYOMY PiBHI, ANS 3aKpinneHHs HeobXigHOCTI JOTPUMYBATUCH €TUYHUX HOPM MY
po3pobui LUI. Y pasi npeactaeneHHs cuctemi Ha 6asi LI noBHOBaxeHb MpUAMATK PiLUEHHS LWOAO NpaB i
0060B'sA3KiB NOAEN PEKOMEHOYETLCA BHECTM BiANOBIAHI AONOBHEHHS A0 3aKOHOAABCTBA, W06 no-nepuue, byab-
ke piwenHs WI Buknaganocs y 3posyminiii Ans noauHi hopMi (novatkoea iHgopmalis, ii 0bpobka, MoTMB
BMPOKY); No-apyre, Wob y noanHu Byna MoXnMBICTL ockapxuTy piwenHs LWI [15].

CTaHpapTv Ta HOpPMW €TUKM 3acTOCOBYHOTHCA K Masku ans LI, BnnuBawun Ha B3aemogito
IHTENEeKTyanbHOI CUCTEMM Ta NPUHLMMIB, KOTPUMU BOHA KEPYETLCA Y CBOI AisiX. Ha gaHuil MOMEHT € Kifbka
nepcnekTMBHUX HanpsMkiB po3suTKy LUI i3 eTUKO SK OCHOBHOK AMPEKTUBOK: BCTAHOBNEHHS MiKHAPOLHMX
npaB MANHU SK OCHOBHOTO (PYHAAMEHTANbHOTO MPUHLMMY AN PEXUMIB KEPYBaAHHS LUTYYHUM iHTENEKTOM.
[MpaBa NIAMHN BU3HAHI | 3aKpinneHi Ha MiXKHApPOAHOMY PiBHi, BOHU YHiBepcarbHi, TaK SK BU3HAOTLCA Maixe
BCiMa KpaiHamu CBiTy. Ix opramisaLjiiHa CTpyKTypa 3abe3neuye rHyykicTb Ta eheKTUBHICTb iHTeneKTyanbHIX
CUCTEM, HE3armnexHo Bif HauioHanbHUX Ta KynbTypHWX ocobnusocteit [29]. | 3BiCHO, npaBa MOAUHU SK
(hyHOAMEHTanbHO-YTBOPIOKYA CKIagoBa rapaHTytoTh, Wo LI cnyxuTume Ta nigTpumyBaTMMe 3aranbHONOACHKI
L{iIHHOCTI BigNOBIAHO 4O HOPMATUBHUX MiXXKHAPOLHUX HOPMATUBHUX JOKYMEHTIB.

LLle ogHMM BaxnMBUM apryMeHTOM Ha KOPUCTb 3ampOnOHOBAHOrO BapiaHTy € OpUaNYHa curna 3axucty
WX NpaB B iHWMX KpaiHax. Lle 30608’a3ye kpaiHW, KOTpi Ha 3aKOHO4ABYOMY PiBHI BU3HANM Ta MigTBEpPAWM
3aranbHOMACHK LiHHOCTI, CTBOPUTW Ta 3abe3nevyBaTn (DYHKLiIOHYBAHHA MeXaHi3MiB KOHTPOMI, Harnsgy,
NpU3HaYeHnX Ang nonepesKeHHs NpaBonopyLUeHs y Ui cdepi, NPUTArHEHHS NOPYLUHUKIB 40 BIANOBI4aNbLHOCTI,
HagaHHs ocobam i rpynam nogen HanexHoro 3axucty [4]. Okpim Lboro, MixHapogHi npasa noguHu (M)
3abe3neyyloTb YiTKe PO3YMIHHSA 3arpo3 i PUCKIB CTOCOBHO MpaB BfiacHUKa, xapakTepy Ta po3Mipy MOXIUBOI
LUKOAW | HeraTMBHWX Hacnigkis. Lle cnpouye po3pobrukam LI 3agady agantauii npuHUMniB Ta anroputmis
LUTYYHOTO HTENeKTy, nepexig Bid PO3MMTUX i OOCUTb abCTpaKTHMX igei cnpaeeanmeocTi 40 6inbLu
nepenbavyBaHnx Ta KOHKPETHIX Npobrem.
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3acnyrosye yBaru Ton hakT, Wwo MIMJ1, BU3HaYaouM KOHKPETHI NpaBa Mo4UHKU, 3OIMCHIONTL aHani3 i
OLHKY BMZIB LUKOAM, i 3BIPAKYUCH 3 BIAMOBIAHUM HOPMATUBHUM LOKYMEHTOM PO3'ACHIOE SiKa 3 HUX Mignsarae
BiALIKOAYBAHHIO, NOM'SKWEHHIO abo 3anobiraHH. BOHKM OronowywTb HANPAMOK, Ha SKUA  MOBUHHI
OpIEHTYBaTUCA [epXaBy Ta TEXHONOrYHI opraHisauil y cdepi iHTEneKTyanbHUX CUCTEM, i BCTAHOBIIOKTb
pesynbTaTy 3 KIHLEBUMM LiNsiMu, KOTPi HeoOXiaHO JocsrTu [4].

lMpoTe onucaHWi BapiaHT Mae TakoX Hedoniku Ta obmexeHHs. HanbinbLuo nepewwkogor € iX By3bko
CrpsIMOBaHa opuanyHa cuna, TobTo Mig iX pUCOMKLi nignagatoTb Nuwe aepxasun. Y BUNaLKy NOPYLIEHHS
npaB iHWWMK rpOMagsHaMK, OpraHizauisMi Yy KOMMAHIIMU NPUBATHOTO CEKTOPY, KOTPi 3HAXOAATLCA no3a
OPUCOVKLIEN JepkaBy, X AyXe CKNagHO NpUTArHYTM 4O BiAnoBiaanbHOCTI. [puyomy Lie CTOCYETbCS He TirbKi
OCBITHbOI ranysi. Hanpuknag, 3anpoBaKeHHS TEXHOION Ha OCHOBI LUTYYHOTO IHTENEKTY Y rasly3b OXOPOHU
300POB’S ICTOTHO NiABULLMTL PU3WKK NOB'SI3aHi i3 PO3MOAINOM pecypciB, 3akpinneHi WwabnoHiB ynepemkeHoCTi
Ta OUCKpUMiHaLii y Habopax daHux nikapeHb, MOMWIIKOBOTO MPOEKTYBAHHA MOAENeN i 3acTOCyBaHHS
Hee(heKTUBHWUX MPaKTUK AiarHOCTUKM CUCTEMW, CTPIMKOTO POCTY rrobanbHOro po3puBy Y ramnysi OXOPOHM
300poB’s (puc. 5).

PeanbHi Mmogeni HepiBHOCTI Ta
AUCKpUMiHaLil y cdepi OXOPOHU
300pOB'A

® @ &

Hepienuit goeryn JuUCKpUMiHaLiiiHi YNnepeaxexe

Juckpuminamiiiai
JaHi

3MiweHHs Bubipku Ta  LWabnonu ynepegkerocTi

1 posmozin npouecu NPUAHATTA Cpir — Jani BiICYTHICTb Ta AuCKpuMiHauji,
pecypciB OXOpPOHU KIIHIYHUX penpeseHTaTUBHUX 3akpinneH y
apppos'a pieHb Haﬁopig [aHuX PO3MNOBCIOAXKEHHUX AaHUX

T

HecnpaBemmsicTs Buko ‘YnepekeHi IpaKTHKH
3aCTOCYBAHHS pucra +— Juzaiin NPOEKTYBAHHA Ta
HHS posropranns I
@3; H L] 9t & 52
== Y ]
I [ ] -
EEE o A i el %
HextyBaHHA Ta [MocuneHts rnobanbHoT Heb6eaneuHe Ta Auc6anaHc cun y MeToam ynepeax)eHoro  Vrepeiene
nornubneHHs  HepiBHOCTI y OXOPOHi ANCKpUMiHaLiiiHe BU3HAYEHHI NopaaKy Ta BUHATKOBOTO PO3rOPTAHHS, MOSCHEHHS
uucpposoro 3A0pOB'sl Ta PO3pUBY B nepenpodinioBaHHs AEHHOrO Ta hopMyrnioBaHHi NPOEKTYBaHHA, NOOYA0BM Ta NPaKTHKI MOHITOPHHIY
pospusy nikysaHHi 6aratux Ta GiAHUX ynepenxenux cuctem LUl npobnemu Moaenei i TeCTyBaHHs  crcTemit

Puc. 5. MNo36aBneHHs WTY4YHOrO iHTENEKTY Ta MALLMHHOMO HAaBYaHHA Bif YNepemkeHOCTi i3 BpaxyBaHHAM
Baratbox cghep ix 3aCTOCyBaHHS

Oanun nigxig go W KpuTukyoTh | Yepes HagaHHS NpiopuTETY AOTPUMAHHS NpaB MOANHN Ha KOXHOMY
eTani po3pobku Ta BnpoBamkeHHs LUI-TexHONorii, WO MOTEHUIMHO BNAWHE Ha 3anyyeHHs iHBeCTWUi Ta
iHHOBALIiN, pPo3p0o6Li PEBOMIOLNHMX PilLeHb Ta NEPCMNEKTUBHUX TEXHOMOTIM.

[eska gons JaHol KpUTUKK € BUNPaBLAHO, TOMY L0 CTpax i NoBooBaHHs HENOTPIBHOMO puanKy y pasi
BMMNYCKY HegopobneHoro i HeBiaLWnichoBaHOTO NPOAYKTY BUMYLLYIOTb KOMMaHii peaniyBaTti CBOI NPOEKTH i3
3ani3HeHHaM, a y Jeskux Bunafkax HaBiTb BiAMOBNSAOTLCS Bif npeseHTauii Npoaykty. Ane ue [03BONSE
YHWKHYTW NOTEHUIMHUX BTPAT SK penyTauiHUX Tak i rPOLLUOBMX HA MOM'SIKLIEHHS HACNIOKIB i3 YCYHEHHAM
nopyLUeHb Y JOBrOCTPOKOBIN NepcnexkTusi [4].

TakuM YMHOM, 3aCTOCYBaHHS MpaB MOANHW SK OCHOBW AN1S LWITYYHOTO iHTENEKTY AOMOMOXE KepyBaTu
3acobamut Ta iHCTpyMeHTamu LUI-cuctemu y cuTyauisx Ta KOHTEKCTaX 4ONYCTUMMX 3aKOHOM NS OCSTHEHHS
BCTAHOBIEHOI Lini Npu yMOBI, WO iX BMKOPUCTaHHA € HeobxigHum i He nopywye uuicb npasa. [ocaig,
HaKonuyeHuin npoTaroMm Jecatunite npaktukn MMM, gonomoxe y NPUAHATTI pilleHb NpU CUTyauisx Mix
cynepeynuemmm npasamu abo npasamm pisHux oci6 [30].

[MpaBa NMAWHN BU3HAYaKOTb Y NepLUy Yepry AOMyCTUMI MexXi Aiid LTYYHOTO IHTENeKTY, Todi K €TUYHI
HOPMW BUCTYMaloTb B PO JONOMDKHUX iHCTPYMEHTIB Ans gonoBHeHHs MMM i 3abe3neyeHHs Lmx npas,
LOTPUMAHHS NPUHLMNY BiANOBILANbHOCTI B kepyBaHHi LWI. 3a3snyaii nig etuyHnm kogekcom LI posymitoTb Habip
npuHumniB FACCT, po3LwindpyBaHHs KOTPUX MICTUTb Taki AeKnapoBaHi HOpMU: CripaBeanmBicTb («Fairnessy),
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nip3BiTHICTb («ACCountability»), npo3opicTb («Transparency»), Ta eTuka («Ethics»).

MoxHa ckasaTty, WO JaHuA Nigxig NeBHUM YMHOM CynepeunTb MPUHLMMY CYBOPOCTI 3aKOHY, B SKOCTI
anbTepHaTVBW NPOMNOHYE iHLLY TPAKTOBKY BIMBY HA IHCTUTYTW NeBHUX cucTeM. OJHOYACHO NIOAM Ta rPOMALChKi
opraHisauii y cdepi npaB NOAUHU MaKTb PE30HHE 3aHEMOKOEHHS, WO iHTenekTyanbHi cuctemm i3 LUI-
KOMMOHEHTaMM 6a3yTbCs Ha ETUYHUX KOAEKCaX MEXi KOTPUX PO3MUTI i HEYITKi, L0 POBUTH Maixe HEMOXIMBUM
e(PeKTUBHE BUKOHAHHS NPOrONOLEHNX eTUYHUX CTaH4aPTIB.

BinbLL onTUManbHUM i JeleBUM BapiaHTOM € iMnneMeHTaLlis 060X NPOTUNEXHNX Migxoais Ao eTuku LI
(MMM ta FACCT) sk B3aEMOAOMOBHIOKYMX KOMMOHEHTIB. Hanpuknag, CTBOPEHHS HOBOTO 3aKOHOAABCTBA AN
perynioBaHHs i 3abe3neyeHHs npas NoanHN Y cepi LMGPOBMX TEXHOMONIN MOXe 3aiHATW 3HAYHMI Yac, a
€TUYHI MPUHLMNM MOXYTb AOMOMOMTA LUBWAKO iHTErpyBaTW HEOOXigHi HOPMATMBHI aKTW, YTOYHWUTU MEBH
MOMEHTH, BHECTU JJONOBHEHHS YY1 BUNPABNEHHS Y AOKYMEHT [31].

Il Pesynbmamu

3 [aHoro JOCMiMKEHHS LOAO LUTYYHOrO iHTenekTy y cdepi 0CBiTM GYNo BMSBNEHO KifbKa €TUYHMX
npo6nem i KOHAIKTIB, KOTPi MaKOTb HANBINbBLL CYTTEBI HEraTUBHI HACMIAKY ANS NeAAroriYHOro NPOLEeCy B LinioMy
Ta ioro cknagosux. Ocobnusy yBary npuainsoTs npobnemam KoHMIAeHLIMHOCTI NOB'A3aHOCTI i3 aBTOHOMHOH
RISNBHICTIO WTYYHOrO iHTEMNEKTY, 3aXMCTOM NPUBATHOI iH(hopMaLii Ta KOHMDIAEHLINHOI AiSNbHOCTI KOPUCTYBaYiB
(puc. 6).

KoHbineHUiHHICTh iHpopMariii

IIparo BJIACHOCTI Ha

I ) AHOHIMHICTb
iHpopmariiro
IIpoGneMH
KOHGiAeHI[HHOCTI
HeaHCKpHMIHALIST CriocTepesKeHHsI
APTOHOMIST

Puc. 6. Wictb npobnem koHigeHUinHoCTi

[ins nonepemKeHHst CTBOPEHHS NOAIGHMX KOHGMNIKTHUX cuTyaLlin | 3anobiraHHs HebaxaHoro BnnmBy Hyno
3anpornoHOBaHO HACTYMHI KOMMIEKCHI 3ax0oau:

1) cTBOpeHHs 0a3n [faHux, ANS TecTyBaHHA pisHWX nigxodis Ao ekcnnyatauii LWI-cuctem y
HaBYarnbHoMy npoueci. Lle 403BonMTL 06rpyHTOBAHO 3anpoBaXyBaTW HOBI METOAM i HABYambHI NPAKTUKK,
SIKLLO BOHM anpoboBaHi, BignoBigatoTb MICLEBIN cnieyudily, OCBITHIM Linsm Ta notpebam, a He Yepes iX HOBU3HY
4N LWKMPOKE MOLUMPEHHS MOLIOHUX TEXHOMOrN. Y LbOMY BUNAAKY LUTYYHWA IHTENEKT K CKNafoBWUiA enemeHT
nefaroriyHoro NpoLecy 3acTOCOBYETbCA [N [LOCArHEHHs [OBrOCTPOKOBUX Pe3ynbTaTiB Y CTpaTeriyHoMy
MacLuTabi, a He 04HOPA30BOro 3aCTOCYBaHHS YM BUPILLEHHS Ljiei NpobnemMn y KOPOTKOCTPOKOBI NEPCNEKTHBI;

2) peTenbHUI aHani3 Ta NOPIBHSHHA NPIOPUTETIB PerynsaTOpHUX 3aX04iB 3 CTpaTeriyHOi NepcnexkTuBi y
cpepi OCBITW i3 MOXIMBOCTAMM 3aXOiB Ta HaBYarbHWX MPOrpaM Ha MICLEBOMY PpiBHI i3 ypaxyBaHHAM
060B’a3K0BWX BUAATKIB. AHani3 Ta 3icTaBfeHHs (Hackinbky Benuka notpeba y iHterpadii icHyrumx yn Hosux LLI-
TEXHOIONN AN BOCArHEHHS KOHKPETHWUX Pe3ynbTaTiB) OCBITHIX mepeBar npu BNPOBALXEHHI iHCTPYMEHTIB Ta
nporpamHoro 3abesneveHHs Ha ocHoBi LUI i3 HeobXigHAMW BUTpaTaMu Ha OHOBIEHHS IH(PACTPYKTYPM,
HaBYaHHA Ta PU3NK HENPABOMIPHOTO BUKOPUCTaHHS KOH(IAEHLINHNX JaHuX;

3) 30cepemKeHHs Ha po3pobLli NporpaMHO-PEryNATOPHIX 3aX0AiB i NpakTuk TexHororin LI Ha 3axumcTi
npaB IOAUHW, BU3HAYEHHS Ta NPOCYBAHHA 3arafbHONPUAHATUX LIHHOCTEN CNPSIMOBAHWX Ha NIOAEN | OBKINNA
Ta MbXOCOBMCTICHY B3aemogito, ki 3ronom BOyaoByoTbCA B anroputmu LUI;
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4)  CTBOPEHHS CNINbHOT eKCrepTiB, BUKNagaviB, iHXeHepiB Ta HayKoBLiB, 3a4isHUX Y po3pobLji LUTYYHOTO
IHTENeKTy i3 pi3HuX ranysei 3HaHb. Lli rpomMagn BMKOHYIOTb ©araTOCTOPOHHIO €KCMepTu3y KpaiHW i NoTim
CTBOPIOKOTb 3BIT, Y IKOMY [AEKNapylTbCA Lini Ta KHOYOBI pileHHst HeobXigHi ansg peanisadii 3annaHoBaHMX
nepeTBOpeHb Ta TpaHChopMaLli, KOTpi TOPKHYTLCA BaraTbox ranysen. [ani BTiNeHHs 3a3Ha4eHoi Nporpamm Ha
[iepXaBHOMY | CUCTEMHOMY PIiBHAX peanisoByeTbCs Yy (hopMaTi HauioHanmbHWX cTpaTterin. Taka dopma
OpraHisauii  [03BONSE HanawTyBaTX 3araflbHOCUCTEMHI  CTPYKTYpU [ANd  KOOpAWHaUil |  ynpasriHHS
PErynaTopHUMM 3axofamu, CTBOPWUTK BIAMNOBIOHI KOOPAMHALMHI OpraHW Ans B3aEMOAIl 3 napTHepamu,
NPW3HAYMTM YNOBHOBaXXEHMX OCID BianoBiganbHKX 3a peanisauito NoniTky Ta HeobXigHMX 3axopis;

5) aHani3 Ta po3pobka BapiaHTiB NigTPUMKK BanaHcy Mix BiGKPUTUM AOCTYNOM Ta 3aXMCTOM NPUBATHOI
IH(hopMaLil, TECTYBAHHS IHCTPYMEHTIB i3 TEXHONOMSMM LUTYYHOTO IHTENEKTY MakynxX BUCOKY HafiiHICTb Ans
3axuCTy NpUBaTHKX JaHuX, 36ip | opraHisallisi KomnnekcHoi 6asn aaHnx ge 36epiratoTbCsa PUANYHI JOKYMEHTH
LSS NiA3BITHOTO | KOHTPONbOBAHOMO BUKOPUCTAHHA [aHWX CTyAeHTiB. BusBNeHHs HepoCnimKeHnx Ta
NPUXOBAHWUX PU3NKIB 1151 iX CBOEYACHOTO YCYHEHHS Ta HEJOMYLLEHHS!, aKTUBHE NPOCYBAHHS Ta CTUMYITHOBAHHS
MUCNEHHS o0 pobOTH iHTENEeKTyanbHOi CUCTEMM 3riHO MPUHLMNAM CnpaBe/MBOCTI i PiBHOMO AOCTYyMY.
3a0X04YEHHs OHOBMEHOTO Migxody A0 npoekTyBaHHs cuctem LUl B OCHOBI £KOrO nexaTb ETWUYHICTB,
KOHQpiZeHUinHICTb Ta Ge3neka y pocnimkeHHs i pospobkax LI ang ocsitW. TMpUAHATTS i 3aKpinneHHs Ha
3aKOHOAABYOMY piBHI BiAMOBIOHMX 3aKOHIB LLOAO 3axXuUCTy iHopMaLii, Npo30poro Ta BUAMMOro npouecy 36opy
| nofanblUoro aHanisy OCBITHLOI iH(hopMaLil, POPMyBaHHA YITKMX MEX | 3axofiB LWOAO BMACHOCTI Ha
iHdhopMaUito, Ti KOHGIAEHLINHOCTI Ta JOCTYNHOCTI ANns CycninbCTBa;

6) BUMKOPWUCTAHHSA CrielianbHUX MOAEnei NPOrHO3YBaHHS ANS BUSIBMIEHHS | AOCIMKEHHS TPeHAiB Y
cthepi npaueBnaliTyBaHHA Ta MONMTY Ha 3aTpebyBaHi BMIHHS Ta HaBW4KM, PO3pobKa i3 noganbLimMm
BNPOBaKEHHAM KypcCiB Ans nepenigroToBKy crnewianicti y TUX cdhepax, Ae YacTka asTomatusauii LI cTpimko
3pocTae. [ina nonerweHHs aganTauii npayiBHWKIB 4O CUCTEMHOI | JOBFOCTPOKOBOI TpaHC(opMaLlil puHKY npadi
NOTPIBHO 3anNpOBaAMTM BUBYEHHS i MPaKTUYHEe BUKOPUCTaHHS Ba30BMX Ta HEOOXiOHUX YMiHb Ha YCIX PIBHSAX
OCBITU Yepe3 CTUMYNIOBaHHS BiAMOBIAHUX HaBYamnbHWX NporpaM. BaxnueBuM enemeHTOM € cTparteria
(hiHaHCyBaHHA nporpam 3aknagis BH3 Ta gocnigHWUbKMX YCTAHOB ANS CTUMYIHOBAHHS PO3BUTKY MiCLEBUX
TanaHTiB y Cgepi WTYYHOTO (HTEMEKTY, 3a0XOYEHHS | MOTMBALS HAYKOBO-AOCIAHULBKUX OpraHisauin
3AiNCHIOBATM IHBECTYBAHHS ANS NiABMLLEHHS KBanidhikallii cBOiX CniBpOBITHUKIB Y Cdrepi LTYYHOrO iHTENeKTy

(puc. 7);
u - YuTaHHA BinaliH
EaueHHs LU - ) q”TaT" Eronoc - MiACMAKERY KOMbOpY
Facehook i - - TATH | MHEETH - BUCOKa KOHTRACHICTE
. yepes Google .
/ \

- - BUMTYEAHHA BICHMKA
- Cninkyeatuea

LUBMIKEE UMTAHHA - 3 JoromMizHL : R
POZYMHMWA NiOCYMOBYEE - TeXHOTOTII st - YurafienkHicTe
MigEeaEHHA BMCHOBKIE - 3 A - MepemilleHHa
MoeHuil zanue - . CTYICHTIE ; - MpocTe BNokysaHHA

HHei cyATUTRH - Woiceln ronocoee BEEAEHHA
- 8iri, Cortana, Alexa, Google
. - Google-nepeknanady

Puc. 7. Pi3Hi BapiaHTV ONOMIXHWUX TEXHOMOTIN ANst NepcoHaniaoBaHOro HaB4aHHS

[ns 3anobiraHHs HebaxaHoro 3BinbLUEHHS coLianbHOi HEPIBHOCTI | SMEHLLEHHS Ti BNNMBY Ha PUHOK npaLli
yepe3 akTuBHy ekcnnyatauito LUI-komnoHeHTiB, HeobXigHO po3pobuTM Ta akTUBHO BMPOBA[XYBATU Ha
rnobanbHOMY piBHI KOMMEKC 3ax04iB ANs agekBaTHOI MiArOTOBKM YCIX rPOMaASH 40 XUTTS Y €MNoXY NOLMPEHHS
LUI, Ha 3aranbHOCMCTEMHI OCHOBI CNpsiIMyBaTK HadaHHst 6a30Boi iHchopmauii nogam wopo cyTtHocTi LI Ta
B3aEMOfii 3 HUM, BMAWBY TEXHOMOMMW HA OCHOBI LUTYYHOTO iHTENEKTY Ha MOBCSKOEHHE XWTTS, Habopis
HeobXigHMX YMiHb Ta HAaBMYOK ANs NPOECii | cnewianbHOCTEN NOB'A3aHUX 3 WTYYHUM iHTenekTom (Tabn. 2. ).
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Tabn. 2. Bumorn 4o yMiHb B 06actsix LMgpoBoi rpamMoTHOCTI

Oo6nacrti udpoBOI rPaMOTHOCTI

HaBuuku

ba3oBi  3HaHHS  MporpamHoro
3abe3neyeHHss Ta obnagHaHHA
komm’toTepa

1. ®dyHaameHTanbHi 3HaHHS | po3yMiHHS Bya0BK KOMM'IOTEpa, 3 SKUX
YaCTWH Ta KOMMOHEHTIB BiH CKNaAaeThCs

2. basoBi 3HaHHS nporpamHOro 3abesneyeHHsi, SK CTBOPHOBATM
obnikoBi 3anucy, naponi, HanawTyBaHHs KOHMIAEHLIMHOCTI

B3aemogis Ta 06pobka iHchopmauii
i poboTa 3 6aszamn gaHMx

1. BigCTexeHHs, aHanis i3 nogarnbLUor QinbTpaLieto JaHUX | KOHTEHTY
CTBOPEHOTO 3a A0MOMOro LMpDPOBUX TEXHOMOTIN
2. OuiHka i3 aHani3om oTpuMaHux gaHux i iHopMaLiiHOTO KOHTEHTY
3. YnpaBniHHs faHuMu Ta UPOBUM KOHTEHTOM

CnirnkyBaHHsl Ta B3aeEMogisi

1. Bsaemozist Yepes LUndposi TexHonorii

2. Baaemogist Ta ekcnnyataLisi nporpamHoro 3abesneyeHHs

3. 3anyyeHHs Ta NpOBedEHHS ariTauil iHWMX Nofdei 40 NPOeKTiB
Yyepes Unposi meaia

4. CninbHi NpoeKTK i3 cniBnpadieto Yepes LM poBi TEXHOMOTIT

5. Mpasuna unpoBoro eTuKeTy

6. OYHKLIT KepyBaHHSA LMPPOBOI ifeHTUIKaLIE

Po3pobka LMdpoBOro KOHTEHTY

1. CTBOPEHHSI PI3HOMAHITHOrO KOHTEHTYy Y cdepi LMPpoBMX
TEXHOSOriN

2. OTpuMaHHs Ta noganblua 06pobka KOHTEHTY

3. 3axuCT aBTOPCbKMX NpaB Ha CTBOPEHUN KOHTEHT Ta OTPUMaHHS
niLeH3ii Ha Ioro BUKOPUCTaHHS TpeTiMu ocobamu

4. OcobnmBOCTi Ta CYTHICTb NPOrpamyBaHHs

Besneka

1. 3axucT ragxeTis, NPUCTPOIB | 4oaaTKiB

2. 3abe3neyeHHst 3axucTy NepCoHanbHUX AaHMX, KOHQILEHLUINHOT
iHbopmaLii

3. OxopoHa 370poB’s Ta bnarononyyys

4. OX0pOHa HaBKOULLHBOTO CepefoBMLLa

AHanis Ta BUPILEHHS TEXHIYHMX
HecnpaBHOCTEN i npobnem

1. BUSIBNEHHS | YCYHEHHS TEXHIYHNX Npobrem

2. AHani3 notpeb i po3pobka BianoBIAHUX TEXHOMOMYHMX PeaKLiil

3. TBOpuMI Migxig Ta TBOPYWIA NOrMSA HA BUKOPUCTAHHS LMPOBUX
TEXHOSOTiN

4. BusiBNeHHS Ta 3anNOBHEHHS NporanuH y Uudposux cdepax

5. OBuuncnioBanbHe MUCTIEHHS

HaBunykK, NoB’A3aHi 3 Kap’epoto

1. KomneTeHUil Ta HaBWYKM BWKOPWUCTAHHA HaBYanbHWUX CUCTEM,
CTBOPEHHS OHNAaNHOBMX ab0 3MiLlaHUX HAaBYaNbHUX KYpCiB

OnwncaHui nnax moxe ByTu BTINEHWA Yepes psa B3aEMOAOMOBHIOYMX Ailt:
—  BKITIOMEHHS [0 LUKINbHUX NporpaM HaBYanbHWX OMCUMMMIH NPUCBAYEHUX  (DyHOAMEHTanbHOMY

LOCNIIKEHHIO | BUBYEHHIO LUTYYHOTO IHTEMNEKTY;

—  HaBYaHHSA HACTYNHOrO NOKOMIHHA (haxiByis LI HeobXigHM HaBUYKaMK Ta YMIHHAM;
—  (hiHAHCYBaHHS i KOHCYNbTALlS BULLWX HABYaAIbHWX 3aKNnagiB Ta HayKOBO-AOCHIAHNX YCTAHOB Y po3pobui

IHHOBaLinHUX Ta HeynepemxeHux LLI-rexHonorin;
—  iH(hopMayiHMA aHani3 i NpOrHO3yBaHHA 3pocTaiumx noTpeb npauiBHMKiB Ta Po6OTOAABLIB, |
NPeACTaBIEHHS iX MOXIMBOCTEN ANs NPOGECIMHOTO PO3BUTKY Y1 NEPENIArOTOBKM.

IV 06z2060peHHs

Takum YuHOM, Yy [aHin poboTi PO3rNSAHYTO CYMICHICTb €TWYHUX HOPM i3 anroputMamu poboTtu
IHTENeKTyanbHUX CUCTEM, KOPEKTHICTb poboTu LUI-cuctem npu OOTPUMaHHI OCHOBHMX MpaB Ta LiHHOCTEW
TNIOONHN, €TWUYHI KOHCIMIKTU Ta NpOTMpivYs, SKi BUHWMKaKOTL BHacnigok iHTerpadii LUI-TexHonorin y OCBiTHIO
CUCTEMY:
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—  Jerymanisauis TexHonorii WI, cnpuiHATTS IHTENeKTyanbHOW CUCTEMOIO NIOAEN SK HAabopy AaHMX
6e3 ypaxyBaHHs iX iHAMBIZYyanbHOCTI, 0COBMCTOCTI Ta BNogobaHb, HamaraHHs NiABECTU YYHIB Nif «3aranbHi»
KpUTEPIT CNPUYNHAKOTD CUITBHWIA BUCKOMCOPT Ta NCUXOMOrYHWMIA TUCK [32];

—  BPA3NMBICTb LUTYYHOrO IHTENEKTY A0 34MTYBAHHSA NOYATKOBOI iHOpMAaLlii, HABMUCHO Y¥ HECBIZOMO
CMOTBOPEHOI, MOXe MPWU3BECTU [0 HENepeBepLIEHO i HEKOPEKTHOI poBOTM IHTENeKTyanbHOI cucTeMM,
HEMOXNMBOCTi 06'EKTMBHO Ta HEYNEPEMKEHO OLiHOBaTK cuTyaLito [33];

—  YOOCKOHamneHHs i MogepHisalisi BignoBigHMX 3acobiB Ta iHCTpyMeHTiB TexHonorin WI npussege oo
MOCTYNOBOr0, OAHAK HEYXWUMBbHOTO nepexoay 6inbLUoCTi hyHKLiN Ta ktoyoBoi poni BuuTenis go LUI-cuctem, wo
MOXe HEraTMBHO BMIIMHYTY Ha iHAMBILYaNbHUA PO3BUTOK YYHIB, PO3KPUTTS IXHBOrO MOTEHLiany i 0COBUCTICHI
akocTi [34];

—  KOOEKCU €eTWMYHUX HOPM BIAPISHAITLCA Y PI3HUX KynbTypax, TOMY CKMagHOK 3ajadeln €
nepeBefeHHs 3MICTY Habopy ETUYHMX MPUHLMNIB y MaTeMaTUYHy hopMy | NoAarbLLy iHTErpaLito oro y BUrNAA
anroputMy B iHTENEKTyansHy cuctemy, LI mae npobnemw i3 BignoBIiAHICTIO MO0 CKNagoBMX KOMMOHEHTIB
[ieknapoBaH1MM eTUYHUM HopMaM [39];

— npobnemn 3 BigkputicTio LUI-TexHonorin Wwogo 30opy AaHux, Ans Akux uinei i sk byoe
BMKOPUCTOBYBAaTHCA 3ibpaHa iHpopmauis [36].

Bynu BigibpaHi HanonNTUManbHiLi BapiaHTX BUPILLEHHS MOXIIMBUX €TUYHMX KOHGNIKTIB. MpeacTaBneHa
iH(bopmaLlist Moxe ByTV BUKOpPUCTAHA SIK KEPIBHULTBO NS NPOBEAEHHS ManbyTHIX AOCMIMKEHb Y Lin ranyai:

—  po3pobka 3aranbHONPUIHSATAX HOPM Ta NpaBuA, KOTPi NOTIM 3anNpOBaAXYTLCS Y SKOCTI OPiEHTUPIB
AN CUCTEM LUTYYHOrO iHTENEKTY, AN HanaroMKeHHs anropuTMmiB iX MOBediHKM 3 MeTow 3abesneveHHs
MOBHOLIHHOT B3aeMOfii i3 CTyAeHTamMmn sk cyb’ektamu neparorivHoi disnbHocTi [37]. Lei npouec cTumyntoe
PO3BUTOK 0COOMCTOCTI MONOAMX NIOAEN Ta PO3KPUBAE X MOTEHLian, Jonomarae 3po3yMmiTi KiHLEBI Ljini i obpaTty
Wnsax i metoay Ans ix gocsrHeHHs [19];

—  nonepegHin aHani3 sk cutyauil y OCBITHIN Chepi Tak i PisHOMAHITHUX METOAIB HaByaHHs i3 LUI-
erieMeHTaMm i3 METO BU3HAYEHHS JOLINBHOCTI 1X 3aCTOCYBaHHS, 30aTHOCTI BNIOPATUCA i3 NOKNaAEHUMI Ha HUX
3afa4yamu, BignoBIOHOCTI 3aCTOCOBYBaHUX PilleHb iCHyH0uMM noTtpebam [38]. To6To iHTENeKTyanbHi cucTemm
MOBUHHI He TiNbKK BUPIWKUTX NPOBeMM y KOPOTKOCTPOKOBIV NEPCNEKTUBI, a N BUCTYNATK Y SKOCTi MPOBigHMKa
cTparteriyHoi NoniTuk1 y ocBiTi [39];

—  CTBOPEHHS rpyn ekcnepTiB 3ibpaHux i3 pisHMXx cdep 3HaHb wopo po3pobku LI, ocHoBHOW
RISNbHICTIO AKMX € aHani3 cutyadii i3 LI B kpaiHi i3 po3pobkoto 3axoaiB, peani3oBaHux y ¢opmaTi HauioHanbHOI
cTparterii 418 NOCTYNOBOro NepeTBOPEHHS rafy3eit HaPOAHOrO rocrnogapcTsa AN NOBHOLHHOT B3aemogii i3 LU
| gocarHeHHs nesHux pesynbtartis [40]. Lie cnpollye ynpaBniHHs i B3aEMOAjt0 CTPYKTYp BignoBiganbHUX 3a
peanisavito 3axofiB CnpsiMOBaHMX Ha TpaHcdopmaLlito cuctemm [41];

—  BCTAHOBMEHHS MEBHUX MEX i KpWUTEPIiB, Ha MiACTaBI SKMX aHani3yloTb 3ibpaHy iHopmauio ans
YHWUKaHHS ynepeKeHOCTi Ta MOMMUIOK Y PILLEHHAX LUTYYHOrO iHTENEKTY, HanalwTyBaHHSA BHYTPILLHIX anropuTmis
LUI gns 3anobiraHHs gUCKpUMIHALT | NPUNMHEHHS oro poboTu y pasi NopyLUEHD;

—  onepaTuBHUI nepernsg yHKLUiN i HeobXigHUX KOMNETEHLiM Neaaroris y paMkax NOTOYHOI NOMITUKM
LLOAO OCBITHLOrO mpouecy. Po3pobka HaBYamnbHWX i nepegnigroToBYMX MporpaM Ta BRPOBAMKEHHS iX Ha
3aranbHOCUCTEMHOMY PiBHI Y HAaBYarbHi 3aKnaam Ans CBOEYacHOI NigroTOBKY neJarorie 40 ePeKTMBHOI poboTy
B ymMOBax LMpokoro 3actocyBaHHa LI, HaByaHHs iX HeOOXiOHMM YMIHHAM Ta HaBW4kam B3aemopil i3
iHTeNneKTyanbHuMK cuctemamu (tabn. 3. ).

Takum ymHOM BYyno JoBedeHO, WO 3acTOCYBaHHS eTUMHUX NPUHLMNIB SK KepiBHWUTBO Ans LLI-cuctem Bes ix
nonepeaHbOi aganTadii i TeCTyBaHHS vLLe YCKNaaHUTb poBOTY LWTYYHOrO IHTENEKTY, NpuBeae A0 AeryMaHisauii nogibHux
TEXHOIOrii Ta HEMOXIMBOCTI KOPEKTHO Ta HafaBaTi 06’eKTUBHY OLLIHKY. TOMY eTWYHI KOAEKCH NOBUHHI ByTU BUKNadeHi
ANS IHTENeKTyanbHUX CUCTEM He SIK po3MUTI | abCTpaKTHI NpUHLMNK, @ 06pobreHi y MaTemaTuyHii dhopMi, 3po3yminoi aAns
LI, yiTko BW3HAYeHi KpuTepii WO BM3HAYalTb Mexi cBOGOAW [AiN LUTYYHOrO iHTENEKTy, HanalToBYOTb BHYTPILLHI
anropuTMu cuctemu ans 3abesneyeHHs edekTMBHOI POBOTH i YHUKHEHHS CTBOPEHHS €TUYHIX KOHCAIKTIB.
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Tabn. 3. MNepeBaru Ta HEAOMIKM 3aCTOCYBAHHS LUTYYHOrO IHTENEKTY

MepeBaru Heponiku
YHiBepeutetn | 1. MoxnuBicTb NigTBEpMKEHHA Ta nepesipku | 1. Hu3bka [foBipa [0  HOBOI
0COBUCTOCTI  AUCTAHLINHO, KOHTPOMb iCMWTIB, | iIHTENEKTYarbHOI cMcTeMM
3aXMCT aKageMiyHoi JOoOpOYECHOCTi B OHMamH- | 2. [lesiki npobriemu B OLHIOBAHHI
nporpami yHiBepcuteTy TBOPYOI poBOTH YYHIB
2. BupiweHHs npobnemun 3axucTy nepcoHanehux | 3. Cuctema BCe LWe He 3paTHa
[aHWX CTYAEHTIB 3abe3neunTn BUXOBHUI NPOLEC |
3. HanaropxeHHs npogykTuBHOI poboTU 3 | AUCLMNAIHY Nif Yac HAaBYaHHS
YYHAMY 4. KoMM'lOTEpHi CUCTEMW MOXYTb
3iTKHYTUCA 3 nomunkamu  (BipycCHi
atakm, 360i i 1.n.)
CTyneHTu 1. 3gaTHiCTb Y4HIB KOHTpomtoBatW mporpec y | 1. He 3a0X04ye HamnexHum YuMHOM
3aCBOEHHI 3HaHb Ta HaBWYKIB abo He MOTUBYE [0 HaBYaHHS
2. [lomerweHHs npouecy  AUCTaHLIMHOIO
HaBYaHHs
3. [lonomarae kpalle iHTerpysatucs 3 HOBUMU
TEXHOJIOMNSMU Ta PO3BMBATUCH i3 HAaBYaNbHUMM
maTtepianamu
4. MoxnuBiCTb BMKOPUCTOBYBaTW LMPOBMIA
NoMiYHuK 24/7
Buknagaui Ta | 1. TlocTimHuin pgoctyn [0 HaeyawHs Ta | 1. LUTY4HMA iHTEnekT Moxe craTtu
negaroru MOXIMBICTb 3aCTOCOBYBATM BinlbLU rHYYKi POPMU | MPUUMHOK  3DINbLUEHHS BUMOT [0
2. CTtBoproBaT 3aBAaHHA Ta KOHTEHT Ha | PiBHA  MPOdecCinHOi  KOMNeTeHLii
PO3YMHUX NPUCTPOSIX KepiBHMLTBA HaBYasIbHOMO 3aKnagy
3. [onomarae nocTinHO BAOCKOHanoBaTh | 2. MOXNMBICTb  3aMiHUTU  CaMuX
HaBYarnbHi Kypcu BMKNagavis
4. 3paTHICTb cucTemm aHaniayeartu,
KOHCyrnbTyBaTW  Ta  NpO30PO  OLjHIOBATK
HaBYaHHS
5. 3BOPOTHMIA 3B'A30K Y HANUCaHHI 3aBAaHb
6. [lonomarae BifcTexyBaTh yCiLHICTb YYHIB Ta
i0eHTUdiKyBaTH ayTcanaepis
batbku (ak | 1.3abe3neyeHHs  3BOpOTHOro  3B'A3ky  y | 1. [erymadisauis 4epes3 nocTilHe
cnoxuBaui peanibHOMy Yaci CMifIKyBaHHs 3 CUCTEMOK)
HaBYanbHOI 2. llBnake oTpumaHHs iHchopmalii npo nporpec
nocnyru) 3.CTBOpEHHS MOXITMBOCTEN ans
NepCcoHarni3oBaHOro HaBYaHHs Ta NiATPUMKM 4115
AiTen i3 npobrnemamm y po3suTKy
4. [locTynHiCTb OCBITU AN mMano3abesneyeHnx
cimen

Y pesynbTaTi BOCHILKEHHS By OTPUMAHI HACTYMHI pesynbTaTy:

V BucHosku

1. [loBeneHo, WO iHTeneKkTyanbHi CUCTEMU Ha OCHOBI LUTYYHOrO iHTENEKTYy MaloTb MOTEeHLian y SKoCTi
IHCTPYMeHTY Ans TpaHcgopMauii OCBITHBOI iHAYCTPIl, NABULLEHHS SKOCTI NeJaroriyHoro mpouecy Ta Moro
CKIa0BWX, HalaHHS KOHCYNbTALiHOT JONOMOrV ANs BUPILLEHHS NEBHWX 3aBAaHb, PO3POOKM iHHOBALNHUX Ta
YOOCKOHAMEHHS! ICHYHUMX HaBYarbHKUX NPaKTUK.

2. BctaHoBneHo, Lo He3Baxatoum Ha baratoobiustodi nepcnekTusm LWnpokol iHTerpauii LLI-texHonorin y
OCBITHIO rany3b AnA [OCATHEHHS MOTPIOHMX pe3ynbTaTiB, AOCNIMGKEHHS [EMOHCTPYE BUCOKI  PU3NKM
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nepegyacHoOro  BRpPOBaKEHHS [JoaaTkiB i nporpam i3  LUI-koMnOHeHTamu i3 3arpo30K0  HACTaHHS
HenepeabayyBaHWUX HEraTUBHUX HACMIAKIB, 3HWDKEHHS pesynbTaTiB CTYAEHTIB Ta MOPYLEHHS npouecy
HaBYaHHS. TOMy pEKOMEHOYETbCA BMPOBafXyBaTW HaBYallbHi PILEHHS Ta OCBITHI TEXHOMOrii MPOBIBLUM
nonepeaHin aHania cutyauii i3 NPUBEAEHHSM NEPEKOHNMBMX [OKas3iB, WO OOrpyHTOBYKTb HEOBXiAHICTb
3aCTOCyBaHHA 03Ha4yeHuX LUI-KoMMOHEHTIB Ans BMpILLEHHS NOCTaBMeHOl 3afavi i MOLENTb PO3BUTOK
MOXTNWBMX HACTIZKIB K MO3MTUBHWX TaK i HeBaxaHWX y 4OBrOCTPOKOBI NEPCMEKTUBI Y pasi NPUNHATTS NOgibHOI
TEXHOMOTTil.

3. Bu3HayeHi KIT04OBI €TUYHI KOHAMIKTY WO BUHWKaKOTL Npu 3actocyBanHi LI y HaBYanbHUX 3aknagax,
NpoaHani3oBaHi NPUYKMHM iX BUHUKHEHHS!, MOXNWBI Hacnigku. [ns 3anobiraHHs BUHVKHEHHS NOAIGHUX NPOTMpIY
po3pobneHi BapiaHTK Ai i pilleHb KOTpi HeoOXiaHO BMPOBaKyBaTH Yy MOAIBHMX CRipHMX BUNagkaX. Takum
4nHOM, 0cobm BianoBiganbHi 3a po3pobKy Ta peanisaLito OCBITHLOI NONITUKWA NPW BNPOBaAKEHI HABYANbHOMO
PiLLEHHs y CKnagHin cuTyauii 6yayTb opieHTyBaTMUCs Ha po3pobneHi nponosuuii gk ans nigbopy HanbinbLu
e(PeKTUBHOTO BapiaHTy, TaK i 4ns 3anobiraHHs BUHWKHEHHS HebaxaHnx HacniakiB.
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Abstract. The article deals with studying the influence of terms, national and international students of higher
educational establishment live in, on their emotional state. The tasks for the research of the importance of emotional
aspect affecting a safe educational environment in different circumstances, conceptualize the fundamental category
"safety" and shift the emphasis from its static to dynamic understanding, are revealed. The leading scientific
approaches for the creation of psychological safety of an individual, particularly the emotional component, are noted.
The main objective of this paper, including the essence of emotional and psychological safety and security of the
educational environment, factors that negatively affect its subjects and the conditions for the formation of a
psychologically safe educational environment, is determined. The external and internal influences, that can cause both
positive results and destructive threats, dangers and risks, are outlined. The traumatic situations, that directly or
indirectly can influence the emotional state of an individual, are stated. The organization of the experiment and getting
the outcomes, using the theoretical, empirical and heuristic methods, is described. The theoretical background of the
study, in particular, psychological and pedagogical literature, and the elaboration of the material essential to develop
some interviews and questionnaires, used to elicit the results of the research, is presented. Some e-leaning modes
and digital platforms, implemented to collect, process and analyze data, are mentioned. The achievements of the
experiment, aforesaid in the study, are calculated and analyzed. A case study, conducted on the basis of some faculties
of Sumy National Agrarian University, Ukraine, is evaluated. The focus of the study, based on two experimental groups
of first and second - year national (NS), including refugees, and international (IS) students, who study at the University,
is highlighted. The influence of the psychological aspect on the mental, emotional, social or behavioral and spiritual
dimensions of health and educational environment as a part of the living environment, is pointed out. Psychological
safety in educational establishments, affected by the circumstances the participants have to deal with, is stressed. The
peculiarities of positive educational environment, such: a safe, welcoming atmosphere, a sense of belonging among
students, trust between students and teachers, are characterized. Psychologically safe educational environment, that
provides students with the opportunity to feel safe to make mistakes, take risks to further their learning and thinking
and ask for help and support when needed, is distinguished. The opportunity to support diversity and emotional well-
being of students across educational fields by means of creating a psychologically safe environment is provided.

Key words: living environment, negative phenomena, personalized experience, psychological violence, emotional
aspect.

Bnue ymoB nigBULLEHOrO PU3NKY Ha €MOLIIMHUA KOMMOHEHT NCUXONOTiYHOI
CKnagoBoi 6e3ne4yHoro oCBiTHLOro cepeaoBuLLa: TeMaTUYHE AOCHIAKEHHA

Bepectok O. B.

CyMCbkuin HaLioHanbHWI arpapHui yHiBepcuTeT, Cymu, Ykpaita

AHoTauif. Y cratti po3rnsfaeTecs BNAWB YMOB MPOXMBAHHSA BITUM3HAHWX Ta IHO3EMHWX CTYAEHTIB BWLLOMO
HaBYarbHOrO 3akragy Ha iXHii emMoLjiiHuiA cTaH. OKPeCneHo 3aBOaHHS JOCTiZKEHHS BaXTMBOCTi EMOLIIAHOTO acnekTy,
L0 BNNMBae Ha Ge3neyHe OCBITHE CEpenOoBMLLE 3a PisHUX 06CTaBWH, KOHLENTYanidayji hyHaaMeHTanbHoi kaTeropii
«be3nekay Ta 3MILLEHHS aKLEHTY 3 ii CTaTU4YHOTO PO3YMiHHSA Ha AnMHaMiYHe. BUCBITNEHO NPOBIHI HAYKOBI Migxoam 4o
CTBOPEHHS MCUXOMOriYHOi Be3snekn 0cobuUCTOCTi, 30KpemMa eMOLLHOI CknafoBoi. BuaHayeHo OCHOBHY MeTy AaHoi
pob0TH, Sika BKIKOYAE CYTHICTb eMOLLIHOI CKNaf0BOi NCMXONOrivHOi 6e3nekn Ta 3aXuLLEeHOCTi OCBITHBOIO CepeoBULLa,
UWHHWKM HEraTMBHOTO BMAMBY Ha MOr0 CY6'ekTM Ta ymOBM (DOPMyBaHHSI MCUXONOMYHO 6Ge3neyHoro OCBITHBOTO
cepefoBulLa. 3raflaHO 30BHILLHI Ta BHYTPILHI BNMAWBM, SKi MOXYTb BUKMWUKATU SK NO3UTWBHI pe3ynbTaTW, TaK i
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LeCTPYKTUBHI 3arpoau, Hebeaneku Ta puanku. BuaineHo TpaBMaTuyHi cuTyaLlii, Siki NpsiMO YK 0nocepeaKoBaHO MOXYTb
BNMMBATW Ha eMOLjlHMIA cTaH ocobucTocTi. OnnucaHo OpraHisalilo ekCnepuMeHTy Ta OTPUMaHHS pe3ynbTaTiB 3
BUKOPUCTAHHAM  TEOPETUYHMX, EMMIPUYHUX Ta EeBPUCTUYHUX MeTOAB. [1peacTaBneHO TEOPETUYHi OCHOBM
BOCRIMKEHHSI, 30KpeMa NCUXONOro-neJaroriyHy nitepaTtypy, a Takox OnpalloBaHHs maTtepiany, HeobxigHoro Ans
po3pobku cnibecia Ta aHKETYBaHHS, LLO BUKOPUCTOBYOTLCS AN OTPUMAHHS pe3ynbTaTiB OCTimKEHHS. 3ragylThes
LesKi peXUMN eNeKTPOHHOMO HaBYaHHs Ta Lndposi nnatcdopmu, peanisosaHi Ans 36opy, 06pobku Ta aHanisy gaHnx.
Po3paxoBaHO Ta npoaHani3oBaHO AOCATHEHHS EKCNEPUMEHTY, 3a3HavyeHoro B JoCnimkeHHi. OUiHEHO TemaTuyHe
JocnifxeHHs, npoeefeHe Ha 6asi hakynbTeTiB CyMCBbKOrO HaLioHamnbHOro arpapHoro yHisepcutety, YkpaiHa.
BupineHo dokyc focnimKkeHHs, NPOBEAEHOr0 Ha 0asi ABOX eKCnepuMEHTanbHUX rpyn BiTun3HsHUX (BC), BKntovaoum
OixeHuiB, Ta iHozeMHux (IC) cTyaeHTIB NepLIOro Ta ApYroro Kypcy, siki HaB4aloTLCA B yHiBepeuTeTi. MigkpecneHo BNvBe
MCUXOMONYHOTO acMeKTY Ha NMCUXIYHWUIA, EMOLNHWIA, coLianbHuil abo NOBEAIHKOBUA | AYXOBHWA BUMIpK Be3neyHoro
OCBITHBOTO CEpefoBuLLa SK YaCTUHW XWUTTEBOrO CepefoBMLLa. HaromowyeTbCs Ha ncuxonorivHin 6esneli B
HaBYanbHWUX 3aKnagax, Lo 3anexuThb Big 0BCTaBWH, 3 SKUMKM [OBOAMUTLCS CTUKATUCS yYacHUKaM. OxapakTepu3oBaHo
0coBnMBOCTI MO3UTWMBHOMO OCBITHBOrO CepedoBula, Taki sik: 6esneyHa, fobposnunmea aTmocdepa, BigYyTTS
CNOpiBHEHOCT, JOBIpa MiX CTyAeHTaMu Ta Buknagadamu. OnucaHo ncuxonorivHo 6eaneyHe OCBITHE CepedoBULLE, ke
[aE YYHAM MOXIMBICTb BiguyBaTu cebe B 6e3neLi pobutn NOMUMKW, UTWU Ha PU3MK ANS NOGAMNbLUOTO HaBYaHHS Ta
MWCIEHHS Ta 3BepTaTMCA 3a JOMOMOrOK Ta MiZTPUMKOK), KON Lie HeobxigHo. HagaHo 3acagn popMyBaHHS MigTPUMKN
Pi3HOMAHITT Ta eMoLjiiHOro Bnarononyyyst CTYAEHTIB OCBITHIX 3aKNafiB LUMAXOM CTBOPEHHSI MCUXOMOMYHO
Be3neyHoro cepeaosuLLa.

KnioyoBi crnoBa: xu1TTeBE CepefoBuLLe, HeraTuBHI SBMLLA, NEPCOHAaNi30BaHuUi AOCBIA, NCUXOMOriYHe HacUMbCTBO,
€MOLiNHMI acnekT.

| Introduction

The events of recent years vividly testified that more and more often a person is left alone with dangerous,
risky and unforeseen events that make him or her psychologically more vulnerable and weaker. Established
algorithms of everyday actions undergo a psychological collapse due to situations that were considered to be
unpredictable, incomprehensible or turned out to be completely new for adaptive systems of human activities
[19]. Due to the war in Ukraine, the importance of universities as integrators of scientific, educational, business
and production areas is growing [18]. Our usual everyday life has been complicated not only by the war, the
problems of human trafficking, the increase in cases of domestic violence caused by social isolation, but also
low understanding, awareness of personal responsibility for one’s own safety. Such a situation cannot help but
worsen not only the physical, but also the psychological well-being of a person and society as a whole.

A certain vagueness and resulting conceptual complexity of the modern "safety discourse" as a discussion
on the "problem field" of safety as "circles of topics and problems related to the discussed issue" explained by
several circumstances. The socio-political concept of safety has recently spread from the military-political (mainly
international) sphere to related social-humanitarian fields and spheres — first of all, to sociology and psychology,
ethno-political science and cultural studies, linguistics, education etc. as a result of such “interdisciplinary transit”,
the political philosophical category “safety” (and, accordingly, its derivatives) are gradually “ blurred”, and the
term itself loses its clarity of meaning and can be considered not only in the social-political or military-political,
but also in linguistic, cultural, sociological, pedagogical and psychological aspects.

The methodological and theoretical foundations of the concept "safety" are described in scientific research

of foreign scholars, namely: Maslow A., Smith B., Johnson M., Langacker R., Lakoff G., Peacocke K., Brandom
R., Dennett, Williams, Allen and others. The notion of a concept is analyzed from the point of view of various
approaches and spectra. Researchers consider structure and content of various aspects, analyze linguistic,
cultural, educational and psychological aspects of the concept, considering its cognitive point of view.
There are several main scientific approaches as for the formation of psychological safety of an individual,
including its emotional component. Representatives of the psychoanalytic approach suggest forming the
psychological and emotional safety of the individual by dealing with psychological defenses and overcoming the
inferiority complex by adjusting or improving patterns of safe behavior that have been already established [1,4].
The behavioral approach involves considering the subjective nature of the person’s experience of a state of
danger-safety. This approach is aimed at creating behavioral patterns that promote psychological and emotional
safety by means of a series of psychological trainings, positive reinforcement of constructive behavior, using a
system of social learning [12,20,6].
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A significant contribution to the theory of the formation of psychological safety was made by
representatives of Gestalt psychology. Lewin’s concept of life space, which is a constituent of the “field theory”,
played a special role for the development of the theory of psychological safety. From the point of view of security
psychology, the attempt to study the field of possible events and the field of forces, started by Lewin, can be
perceived as an attempt to determine the level of “security-danger” of certain systems [3]. A special place among
the approaches to the formation of psychological safety of the individual is occupied by the existential-humanistic
direction [14].

Society expects not only the status of an educational resource from an educational institution, but also a
space for development and cooperation both internally and outside of the establishment. The modern
educational environment creates a unique individualized and personalized experience, where everyone has the
opportunity to find themselves. In order to understand a safe educational environment, it is necessary to define
what is an educational environment in general.

An educational environment is a place where students, teachers, public and business representatives,
politicians and ordinary citizens meet and interact. Classes, interesting meetings, holidays and concerts,
lectures, seminars, trainings and open laboratories and workshops in various fields of science, art and
technology are held. Both national and international researchers along with practitioners define the educational
environment as: a part of the living, social environment of a person, which is a collection of all educational factors
that directly or indirectly affect the personality in the process of learning, upbringing and development, the
educational space that forms the personality.

Additionally, educational environment is: a characteristic of life inside an educational institution, a system
of influences and conditions of personality formation, a system of opportunities for personality development in
the social and spatial-subject environment [21]. Factually, modern educational environment solves not only
educational problems and tasks of socialization, as well as carries out psychological development of the
individual, contributes to the preservation of the child's health, maximum realization of his or her abilities and
creative potential.

Hence, in today's rapidly changing conditions, the educational environment does not exist in isolation from
external and internal influences that can cause both positive results and destructive threats, dangers and risks.
Such negative phenomena among young people as violence, bullying and cyberbullying, sexting, etc. cannot
help but worry the public and educators. It is logical that there is a need to create a safe educational space in
an educational institution in order to protect, secure, and prevent the effects of adverse factors on the individual.

A safe educational environment is a set of conditions in an educational institution that make it impossible
to cause physical, property and/or moral harm to the participants of the educational process. A safe educational
environment is a state of an educational environment where: there are safe learning and working conditions,
comfortable interaction that contributes to the emotional well-being of students, teachers and parents, there are
no manifestations of violence and there are sufficient resources for their prevention, and also rights and norms
of physical, psychological, informational and social security of each participant in the educational process.

The purpose of the article is to study the influence of terms, the national and international students of higher
educational establishment live in, on their emotional state and determine the essence of psychological safety
and security of the educational environment, factors that negatively affect its subjects and the conditions for the
formation of a psychologically safe educational environment.

The task of the research is to reveal the importance of emotional component of the psychological aspect affecting
a safe educational environment in different circumstances.

Il Materials and Methods

The theoretical background of the study included psychological and pedagogical literature and the
elaboration of the material essential to develop some interviews and questionnaires, used to elicit the results of
the research. Scientists implement various teaching methods to reveal the results of the students’ involvement
into educational process. These efficient learning methods include: role playing, dialogic learning, inquiry-based
learning, trip or expedition learning, problem-based learning and others. We have chosen a case study to
evaluate the impact of increased risk conditions on emotional component of safe educational environment.
According to Holubnycha, a case study (case-based learning) is a kind of problem-based learning, when to
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overcome the challenge student bases on his or her personal experience, creativity, increasing his cognitive
activity, and makes his own choice [9].

Currently, the emotional component of the psychological safety of the educational environment is one of
the most important problems both for psychological and pedagogical science and practice, and for society in
general. Researchers, studying a psychologically safe educational environment, believe that traumatic situations
directly or indirectly affect the physical and mental health of an individual. Psycho-traumatic situations in the
educational process include: problems of adaptation in the educational environment; conflicts between students
and teachers; excessive demandingness of teachers; competitiveness; terms the students live in.

In modern psychological science the concept of “psychological safety” belongs to the category of
integrative and insufficiently developed ones. The intangibility of this concept presumes the fact that
psychological safety, like any other psychological phenomenon, can be considered in a system of adjacent
planes, namely: as a process (created in a new way each time), as a state (ensures the basic need for security)
and as a property of the individual (it acts as an internal resource of resistance and counteraction to destructive
influences).

Nowadays, the educational environment can provide both additional and some restrictions to the personal
manifestations of its participants, because it sets certain requirements. It is affected by the tension of social life
and the complication of interpersonal relations, which in turn prevents the maintenance of the necessary level
of work capacity and the preservation of the health of the participants of the educational process

The main features of a safe educational environment are presented by some positive factors, namely:
trust, benevolence, approval, tolerance, and absence of negative factors, such as: aggressiveness, conflict,
hostility, manipulation.

The main threat in the interaction of participants in the educational environment is psychological trauma,
the source of which is psychological violence [8].

The threat of psychological violence will be the non-recognition of the referential significance of the
educational environment by its participants and, as a result, the realization of the intention to leave it or the denial
of its values and norms. Therefore, another criterion of psychological safety of the educational environment will
be its referential significance, which is recorded as an attitude towards it — positive, neutral or negative.

The next criterion of psychological safety of the educational environment is the level of satisfaction with

the main characteristics of the interaction process [25]. Empirical manifestations are emotional comfort, the
opportunity to express one's opinion, respect for oneself, preservation of one's dignity, the opportunity to seek
help, consideration of personal problems and difficulties, help in choosing one's own decision [16].
To organize the experiment and get the outcomes, we implemented the theoretical, empirical and heuristic
methods. From the group of empirical methods, we used psycho-diagnostic method [22,15]. Some e-leaning
modes and digital platforms were implemented to collect, process and analyze data. The achievements of the
experiment were calculated and analyzed.

lll Results

Based on the described methods of collecting material and its interpretation, as well as the above-
mentioned combination of them, let us turn to the study of the impact of increased risk conditions on the
emotional component of safe educational environment.

A case study was conducted on the basis of some faculties of Sumy National Agrarian University, Ukraine,
from March till May 2023 and from September till October 2023. Fifty first and second — year national (NS),
including refugees, and international (IS) students, aged 18-20, participated in the experiment. The students
agreed to take part in the study on the voluntary base. The participants of the study provided oral responses.

The research was done from March till May 2023 and from September till October 2023 among national
(NS) and international (IS) students of Sumy National Agrarian University. We conducted several studies to
identify the main challenges the students face in current circumstances that make them feel unsafe during the
process of education. The study questionnaire was provided both in the Ukrainian and English languages.

Figure 1 shows problems the IS paid special attention to:

— finding hard to make decisions;

—  family problems;
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— unequal opportunities.
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Fig. 1. Problems the IS

Figure 2 presents issues this experimental group also enlisted:
lack of communicative skills;
difficulties in combining work and study;
aggressiveness;
bulling;
sexting;
excessive homework to be done.
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Fig. 2. Issues of the experimental group
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The results suggest that IS, living in safe psychological and physical environment, pay more attention to
the issues, peculiar to people feelings and behavior in terms of peace.
Figure 3 identifies quite different characteristics of the terms most NS have to live in:
— finding hard to relax and concentrate;
— having troubles with thinking clearly;
— being irritable and easily annoyed;
— feeling overwhelmed, helpless and hopeless;
— forgetting things (even important ones).

80
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50 50
50
40
30
30
20
10
0
finding hard to relax having troubles with being irritable and feeling forgetting things
and concentrate thinking clearly easily annoyed overwhelmed, (even important
helpless and ones)
hopeless
O%

Fig. 3. Characteristics of the NS’s terms

Figure 4 demonstrates nervous habits and physical disorders also mentioned by the students:
— biting nails, grinding teeth, fidgeting, pacing, mood-swings, stomach upsets, heart beating and breathing
rapidly;
— sleeping problems (troubles with falling asleep, staying asleep, waking up, nightmares).
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0
biting nails, grinding teeth, fidgeting, pacing, mood- sleeping problems (troubles with falling asleep,
swings, stomach upsets, heart beating and breathing staying asleep, waking up, nightmares)
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Fig. 4. Nervous habits and physical disorders
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We can observe the quantitative index of the NS reaction to the outer manifestation that influenced their
choice. Thus, according to the results we can conclude that international students come across the difficulties
connected mostly with social problems, while national students reveal the challenges which reflect the
consequences they have to deal with.

Figure 5 reveals some common problems both IS and NS highlighted during the survey:

— students find hard to make decisions;

— occasionally they find themselves taking unnecessary risks or engaging in behavior hazardous to health
or safety;

— students have trouble feeling that life is meaningful;

— they think they are withdrawn and feel distant and cut off from other people;

— students conclude that their educational performance has declined and they have trouble completing

things.
45 20
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30 25 25
2 20 20 20
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15 10 10
10
0
students find hard to occasionally they find  students have they think they are  students conclude
make decisions themselves taking trouble feeling that withdrawn and feel that their
unnecessary risks or  life is meaningful distant and cut off educational
engaging in behavior from other people performance has
hazardous to health declined and they
or safety have trouble

completing things

OIS @NS

Fig. 5. Common problems

Hence, the results can justify that both groups have some fear of conditions they live in. At the same time,
IS demonstrate their dependence on the social circumstances they got into. On the other hand, overcoming the
obstacles and terms of the war they have to struggle with, NS reveal quite opposite sphere of problems and
feelings. Despite this difference in results, students of both groups showed their wiliness to create safe
educational environment, providing substantial background for studying in psychologically safe educational
environment. Furthermore, in spite of the results, the observation gave us the opportunity to state that both IS
and NS regularly displayed common basic characteristics of psychologically healthy people, namely: they
respect others and have compassion; they try to control tension and anxiety; they are ready to meet the demands
of life; they value diversity.

IV Discussion

Our review confirms the enormous impact of risk conditions on students’ emotional state. This article
indicates the results of the investigation concerning the effect of the psychological aspect in creating safe
educational environment. Psychological aspect influences the mental, emotional, social or behavioral and
spiritual dimensions of health and educational environment as a part of the living environment.

The World Health Organization announced that in situations of armed conflict around 10 percent of the
people who experience traumatic events will have serious mental health problems, and another 10 percent will
develop behavior that will hinder their ability to function effectively [24].
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Dr. Amy Edmondson supports the idea that psychological safety, including emotional component, is a
climate in which one feels one can be candid, it is a place where interpersonal risks feel doable, interpersonal
risks, like speaking up, with questions and concerns and half-baked ideas and even mistakes [7].

Furthermore, a systematic review of articles found that lower scores in the quality of life correlate with
traumatic and stressful events experienced and can directly impact psychological health. Dangman found that
potentially traumatic events from war reduce the quality of life and that this was mediated by post-migration
stressors alone or in sequence with mental distress [9].

Levis and Sun point out the implementation of a self-assessment questionnaire as the best tool for taking
final results of the findings. They offer to include items evaluating life satisfaction, satisfaction with own health,
abilities to get things done, emotional state of the respondents and satisfaction with self and personal
relationships. The exploration of the psychological component as predictor of quality of life justifies that both
emotional swings, anxiety and symptoms of depression have negative affect on the quality of life. Besides, there
exists strong association between depression and perceived mental health that, in its turn, is considered to be
a crucial predictor of quality of life [13].

Seager draws special attention to the emotional consciousness in stressful situations. He points out that
emotional consciousness is a highly distinctive feature of our conscious lives, perhaps the central feature of
which phenomenal consciousness and conscious thought themselves are best seen as mere [23].

In terms of war people can suffer from emotional and psychological swings caused by various traumatic
events. That enhances the risk of developing mental health problems—like post-traumatic stress disorder,
anxiety, and depression.

Mofatteh investigates risk factors associated with stress, anxiety, and depression (SAD) among university
students. He stresses that SAD are multifactorial, complex psychological issues which can have underlying
biopsychosocial reasons. Multiple risk factors which affect the formation of SAD among university students can
be categorized into multiple themes including psychological, academic, biological, lifestyle, social and financial.
Among them we can distinguish the following ones, namely:

— lack of support from university;
low self-esteem and self-confidence;
loneliness;
inadequate sleep;

— academic-related stress [17].

Kotsur and Tovkun emphasize that emotional component of the psychological safety in educational
establishments is affected by the circumstances the participants have to deal with. Due to this fact, national
students, including refugees, who got into wartime terms, are more subjected to both physical and psychological
manifestations. At the same time, international students, being in safe life conditions, pay more attention to social
issues that can affect the safety of educational process and distract them from educational activity [10].

Kovalchuk and Piletska support the idea that personalized approach is required to assess psychological
health in the educational environment. In addition, a majority of mental health risk factors can be related to the
academic environment. Furthermore, more training should be provided for teaching and university staff to help
students identify risk factors, and provide appropriate treatment [11].

V Conclusion

Humans need a minimum number of their needs met in order to survive, contribute to a community, and
achieve self-actualization. Social scientists now believe that psychological safety is one of these basic needs, a
prerequisite for people to be at their best in all aspects of life, including home, education and work.

The concept of psychologically safe educational environment has been the first of three basic constituents
(psychologically safe educational environment, ecologically safe educational environment and information safety
of educational environment) that make the framework of the safe educational environment.

Psychological safety means feeling safe to take interpersonal risks, to speak up, to disagree openly, to
surface concerns without fear of negative repercussions or pressure to sugarcoat bad news. Emotional
component of the psychological safety nurtures an environment where people feel encouraged to share creative
ideas without fear of personal judgment or stepping on toes. In this kind of environment, a person feels safe to
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share feedback with others, including negative upward feedback to leaders about where improvements or
changes are needed.

Psychologically safe educational environment provides students with the opportunity to feel safe to make
mistakes, take risks to further their learning and thinking and ask for help and support when needed. A positive
educational environment will have the following characteristics: a safe, welcoming atmosphere, a sense of
belonging among students, trust between students and teachers.

Creating a psychologically safe educational environment, teachers can help students feel confident to
share their ideas, values and attitudes without fear of negative feedback from their peers. A safe educational
environment with clear boundaries also helps teachers to manage discussions on sensitive issues with greater
confidence.

According to the findings, we can conclude that in the educational environment a person may be put off
his or her stride or totally lose the ability to perform efficiently. It should be recognized that psychologists,
teachers, students, engaged in educational process, are currently not equipped or ready enough for the task of
making the lives and activities of educational environment participants psychologically safe.

Building a psychologically safe environment has been shown to be foundational to supporting diversity,
inclusion, and emotional well-being of students across general educational fields. If we fail to identify behaviors
that promote emotional component of the psychological safety in education, we risk these domains for our
learners to identify behaviors that promote safety in education.
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Foreign authors can apply for Ukrainian and Russian abstracts to be composed by editorial board of the
journal (should inform when submit the paper); otherwise be sure, that these abstracts are not be loan-
translations, but the readable ones with up-to-date terms usage.

Avrial Narrow, font size — 12 pt, normal. Indention — 1 cm.

Center aligned text. Empty line before table name. Space after table name 6 pt. Empty line after table.
Tables should be a part of the text. Only usage of MS Word build-in functions for table composition is allowed
(MS Excel tables should not be used).

Table 1. Table name

Phase-winding resistance R, Ohm 3,330
Self-inductance L, H 0,223

Center aligned text. Empty line before figure and after figure name. Space before figure name 6 pt. Figures
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Equations: Equations should be composed by Microsoft Equation Editor with settings as shown on Fig. 1. Equations
should be numbered in parentheses flush with the right-hand margin as shown below in (1). All variables

should be described in the body text:

AB =P~ B, ()
where [3; is the rotor pole arc, and /3 is the stator pole arc.
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e —— ——— ||
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PACCTOSHIE MEXY CTOKEMI 150% OTheHa
PACCTOAHME MEXAY CTONBLAMM 100% =G
BbicoTa BEpXHEre MHAEKCE 45% y=c I
nyfBuHa HIpKHEr 0 MHaEeKCa 25% MpUMEHTE
BbicoTa BEpXHEro Npeena 25% j Mo yMon4aH1Io

Fig. 1. Equation editor settings
References: Arial Narrow, font size — 10 pt, normal. Row bump - 0.7 cm; justified text.

The reference list formatted according to the APA standard.
Information about  Arial Narrow, font size — 10 pt,, left aligned text.
authors: Author's data are submitted in English. English-transliterated author's names must coincide with
international passport data.
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Academic Degree, Academic Rank, Position,
Place of employment (Organization),

Address.
Photo Tel. . E-mail:
3X4
ORCID:
Researcher ID:
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Authors are responsible for the paper content.

Detailed author guidelines, paper design rules, paper example, paper template you can get here:
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Hasea opeani3zauii:

AHomauis:

Tekcm cmammi:

Tabnuui:

MPABUINA O®OPMITEHHA CTATEM

He MeHLue 10 NOBHWX CTOPIHOK.

TekctoBun pepaktop Microsoft Word. CropiHku 6e3 nepeHocis, po3puBiB. IHTepBan Mix psgkamu —
oauHapHuit. Wpudt Arial Narrow, 12 pt, 3Bu4aitHni.

A4, Bci nons no 2 cM. BiactaHb Big BEPXHBOrO Kpato apkyla A0 BEPXHLOro KOMOHTUTYNa — 1,25 oM, Big
HWXHBOrO Kpak apKyLla 40 HKHBOrO KONoHTuTyna — 1,25 cm.

DOI (HapaeTbea pepakLieto)
YIK.
Haaga cTaTTi (@HrniiCbKoK MOBOIO).
MMpisBuLLa Ta iHiLiany aBTopiB, Yepe3 KOMY (aHrNINCHKO MOBOIO).
Ha3sa opraHisaLii, MicTo, kpaiHa (aHrniicbKol MOBOH).
AHoTaLjis (aHrMiNCHKO0 MOBOK)).
Hasga craTTi (yKpaiHCbKO MOBOI).
MpiseuLya Ta iHiLianu aBTopIB, Yepe3a KoMy (YKpaiHCHKOK MOBOID).
Ha3ga opraHisauji, micTo, kpaiHa (ykpaiHCbKOK MOBOIO).
AHoTauis (ykpaiHCbKOI MOBOI).
I Bemyn
Il Mamepian i memodu docnidxeHHs
Il Pe3ynbmamu
IV 06zoeopeHHs
V' BucHosku
bibniorpadiuni nocunanns (ACTY 8302:2015).
References (APA).
BinomocTi npo aBTopiB (yKpaiHCHKOW MOBOK)).
BinomocTi npo aBTopiB (aHrNINCLKOK MOBOI).
Bigomocri npo igeHTudikatopm aBTopis y MixHapogHux 6asax (ORCID, Researcher ID, Scopus ID).

LpuapT Arial Narrow, 16 pt, HaniBX1PHWMI, BUPIBHIOBAHHS nocepeawHi, inTepsan nepe 12 pt ta nicns 6 pt.

Ha3Ba ctatTi

LWpucpT Arial Narrow, 12 pt, HaniBXupHWiA, BUPiBHIOBaHHS mocepeauHi. IHTepsan nicnsd 6 pt. IHiyianm
PO3A4INATHCA NPOBINoM.

3anwboscbka T. C., Cugoperko B. M., Manpaykos [1. O.
LWpucpT Arial Narrow, 10 pt, BupiBHIOBaHHS nocepenuHi. [oBHa Ha3Ba opraisauii, Yepes KoMy MiCTo,
kpaiHa.
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LWpwapT Arial Narrow, 12 pt. A63aL psgka 1 cM, BUPIBHIOBAHHS MO LUMPWHI.

BMPIiBHIOBaHHSI nocepeauHi. Mepen Ha3gow Tabnuui nyctuii psgok. Micns Hasew Tabnuui iHTepsan 6 nr.
Micnsa Tabnuui nycTui psgok. PosTawoByeTbes 6e3nocepeHb0 Micns TEKCTY, Y IKOMY 3ragyeTbest BepLue,
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Has3BY i HOMep.

Tabn. 1. Hasga Tabnuu;

Onip chasHoi 0BmoTkM R, OMm 3,330
CamoiHgykuis L, TH 0,223
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BMPIBHIOBAHHS MOCEpeauHi, NycTUin psipoK neped pUCYHKOM Ta nicns Hassu. [leped Ha3BOW PUCYHKa
iHTepBan 6 nt. PostawoByeTbcs 6e3nocepenHLO Micns TEKCTY, y SKOMY 3rafyeTbCs Bneplue, abo Ha
HaCTYMHIN CTOpiHLi. Ha BCi puCYyHKM NOBMHHI OYTW NOCMNaHHA B TeKCTi. BCi puCyHKM MOBWHHI MaTu Has3By i
HoMep. PUCYHKM NOLatoTbCs KONMbOPOBMMM, YOPHO-Ginumm abo y BiATiHKax ciporo. PUCYHKM He MOXHa
CTBOPIOBATW 3a Jonomoroio BOyaoBaHux yHkuin pegaktopa MS Word, 103BONSIETHCA BCTaBKa pUCYHKIB
nuwe crangaptHux opmaris (JPEG, TIFF ta iH.) abo peanizoBaHux y MS Visio.

chopmynmn BUKOHYHOTb Y pefakTopi dopmyn Microsoft Equation. BupiBHioBaHHSt nocepeauHi, HymepaLis
chopmy” no npaBoMy Kpato. HanalutysaHHs pefakTopa 3rigHo 3 puc. 1.
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Puc. 1. HanawTysaHHs pegakTopa opmyn

Mepenik nocunaHb NOAAETbCA MOBOK opuriHany. TekcT nocunadb: BucTyn 0,7 CM, BUPIBHIOBAHHS MO
wiupuHi. OchopmreHHs nocunaHb 3rigHo 3 aepxasHum ctaHgaptom JCTY 8302:2015. lMocunaHHs B TEKCTI
Ha niTepaTypy No Mipi 3ragyBaHHs B KBQAPaTHUX LyXKaX.

Mepenik nocunaHb Ha aHrmiicbKii MOBI HABOAWTLCA MOBHICTIO MOBTOPIOKOYM CMUCOK BMKOPUCTAHOI
niTepaTtypu, He3anexHo Big HasBHOCTI iIHO3eMHWX mxepen. MNepenik nocunaHb 0OPMITHETLCS BiANOBIAHO
po crangapty APA. TpaHcniTepauis 6ibniorpadiyHnx gaHux BMKOHYETbCS BIAMOBIAHO A0 [ocTaHOBY
KabiHety MinicTpiB Ykpaihu Big 27 ciuxsi 2010 p. Ne 55 «[po BnopsiaKyBaHHs TpaHcniTepaLii ykpaiHCLKoro
andasiTy natuHuueroy (ans ykpaiHcekoi mMoBu) abo Bumoram cuctemm BGN / HCGN (gns pociicekoi
MOBM).

LWpudpt Arial Narrow, 10 pt, BupiBHI0BaHHS NiBOpYY. [104al0THCS AepXaBHOK MOBOK aBTOPIB CTaTTi Ta Ha
QHrNINCBKIN MOBI. AHIMOMOBHI BiZOMOCTI NPO iM'S aBTOPIB NOBMHHI CMiBNagaTth 3 AaHUMKM 3aKOPAOHHOM
nacnopty. fKWO MOro Hemae, iM' aBTOpIB TPaHCNITEPYOTb 3 AePXaBHOI MOBU 3riAHO 3 MOCTAHOBOIO
Kabinety MinicTpis Ykpaihu Big 27 ciuss 2010 p. Ne 55. PekomeHAYeMO BUKOPUCTOBYBATY OH-MaiiH CepBiC:
http://www.slovnyk.ua/services/translit.php
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HayKOBWIA CTyNiHb, BYEHE 3BaHHS, Nocaaa,
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